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Model-Driven Security Analysis-Design Patterns Application Using Model Testing
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Abstract Current software developer is not necessarily an expert in security. So check the possible
threat to the system, have not been able to examine. In this paper, we propose Model-Driven
security analysis-design patterns application using model testing. By using this method, secure
design of analysis and design stages is possible even developers who are not familiar with the
security. In addition, to define structure and behavior for existing security patterns uniformity,

developers can application patterns formally.
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context subject_controller
inv Security Requirement
self.access asset_data = true implies
self.subject Ulactor.registerd user = true
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context subject_controller
inv check_id_and pass
if self landA users—>exists(p | p.id = selflandA login_ULid and
p.pass = selflandA login_Ulpass
)
and self.subject Ulactor.registerd user = true
then
self.asscess asset data = true

else

self.asscess_asset_data = false
endif
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3.3.2 Prevent CSRF(validation of the secret

string in the hidden parameter)
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Context subject_controller
inv Security Requirement :
self.access_asset_data = true implies
self.get_safe_request = true
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context subject controller

inv verify_secret token

if self prevent CSRF token—>exists(p | pbefore action Ul token = p.action UI token)

and self get_safe request = true then
self get_safe request = true

else
self get _safe request = false
endif
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context payment_controller
inv Security Requirement :
selfmake_a_payment = true implies
self. payment_Uluser.registerd user = true and self.get_safe request = true
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<<boundary>> <<boundary>>
FOHRE Fxy 74 N8

+ inputStaingDate(StaingDate : Date) : void + inputResevationNumberireservationNu
+ show reservation number() : void R

19 X aUT4ZEZEELTULVEWLASITISRAE

Context reservation_controller
inv Security Requirement :
self.makeReservation = true implies
self reservation_ UlLuser.registerd user = true and self get_safe_request = true
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