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Application Support for Security Patterns
Considering Relationships among Patterns

Yuki Shiroma' Atsuto Kubo'"

Nobukazu Yoshioka ' Hironori Washizaki' Yoshiaki Fukazawa'

As open-software services through the Internet are spreading, importance of security is increasing. A security
pattern is one of the techniques that developers utilize experts’ knowledge. Security patterns contain typical
solution about security problems. But There is possibility that developers may apply security patterns in
inappropriate ways. However, application techniques of security patterns considering relationships among patterns
have not been proposed yet. In this paper, we propose the automated application technique for security patterns
under model driven architecture and define applications of security patterns as transformation rules under model
driven architecture. Security patterns prevent application mistakes and application to wrong model elements.
Moreover, security experts describe transformation rules using ATLAS Transformation Language. So developers

can do automated application of security patterns
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