TESEM: A Tool for Verifying Security Design Pattern Applications
by Model Testing

Abstract—Because software developers are not necessarily
security experts, identifying potential threats and vulnerabilities
in the early stage of the development process (e.g., the
requirement- or design-phase) is insufficient. Even if these issues
are addressed at an early stage, it does not guarantee that the
final software product actually satisfies security requirements. To
realize secure designs, we propose extended security patterns,
which include requirement- and design-level patterns as well as a
new model testing process. Our approach is implemented in a
tool called TESEM (Test Driven Secure Modeling Tool), which
supports pattern applications by creating a script to execute
model testing automatically. During an early development stage,
the developer specifies threats and vulnerabilities in the target
system, and then TESEM verifies whether the security patterns
are properly applied and assesses whether these vulnerabilities
are resolved.
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evaluate our approach. Consequently, we suggest a new
verification toolthat suppos pattern applicatiosrand evaluate
our method viexperiments

Our reseaiie aims to answer the following four Research
Questions (RQs):

¥ RQI1: Do developers inappropriately apply patt&tn

¥ RQ2: Can our method detect incorrect applicasionf
specificsecurity design pattesin a design model?

¥ RQ3: Can our method detect the pmese of vulnerabilities
identified at the requirement stage before and after applying
patterns?

¥ RQ4: Does our method help develas realize secure?
Because a security pattern alone does not provide

systematic guidelines with respect to applmasi herein we
formally extend existing security patterns using OCL
expressions. Then we propose a new testing process to verify
correct pattern applications and a tool called TES$EMst
Blliven Secure Modeling Tool) to support model testing
éautomatically.Our method provides three major contributions:

Driven Development; UML;

l. INTRODUCTION

Due to the increased number of business services on op
networks and distributed platforms, security has become
critical issue. Software must be supporbgtsecurity measures
[1], which are addressed in every phase of development fro New extended security patterns using Object Constraint
requirenents engineeringp deployment. However, threats and  Language (OCL) expressions, which include requirement
vulnerabilities within a system cannot be sufficiently identified and desigrevel patterns
during the early development stage. Due to the vast number gof
security concerns and the fact that not all software enginee¥s
are security specialists, creating software with adequate
security measures is extremely difficult.

A new modeltesting process based on TFBsiven
Development (TDD) to w#y appropriate pattern
applications and the existence of vulnerabilities using these
extended patterns

Patterns, which are reusable packages that incorporate L
expert knowledgesepresent frequently recurring structures, ¥ A tool called TESEM that suppsrpattern applicationby
behaviors, activities, processes, or OthingsO dhergpftware creating a script to execute model testing automatically

development process. Many security patterns have been This paper is organized as followBection Il describes the
proposed to resolve security issues [1]. For example, Bschmapackground and problems with security software development.
et al propose 25 desigrevel security patterns [2]. By sectionlll details ourverification methodandthe architecture
referring to these patterna,developer carefficiently realize  of TESEM SectionlV showsan example ofthe verification
sditware with high security level. process using TESEMSection V evaluateshe RQs by

Although UML-based models are widely used for design,@PPlying our method andiscussg its impact. Section VI
especially for modediriven software development, whether descrlbe_s the_ threats to validity. Finally, Section VII
patterns are applied correctly is often not verified Ji]is ~ Summarizes this paper.

ossible to apply a security pattern inappraigtly.
,Fb)\dditionally, properly applying a security pattern does not Il BACKGROUND AND PROBLEMS

guarantee that threats and vulnerabilities resolved. These In this section, we overview common existing techniques
issues may result in security damage. Thus, we propose & secure design.

application to verify security patterns using model testing. . .
_ _ A. Security Requement Patterns (SRPS)
Our mehod confirms that security patterns aneoperly

applied and assesses whether vulnerabilities are resolved. A Security requirement pattern (SRP) is an existing
Although we have already suggested a conceptual approachtgghnique to identify assetfireats, and countermeasure$ [4

verify security design patternppglications[3], this approach
does not involve tool sport that a developer can implement : source code of TEM is open to the public abftps://github.com/takanorioo/ TESEM

for automatic verification. Moreover, we previousiijd not  Moreover itsonline demoargeting EMS is available at
[http://mmww31168ue.sakura.ne.jp/uml




A security pattern is reusable as a security package and Figure2 shows the structure of Role Based Accessi©Gbnt
includes security knowledge, allowing software developers t(RBAC) as an example of a SDP. The RBAC pattern, which is
design secure systems like a security expert. Various types afrepresentative pattern for access control, describes how to
security patterns exist. For example, SRPs are used at thesign precise access rights to roles in an environment where
requirement level, while security design patterns (SDPs), whichccess to computing resources must be controlled to preserve
are described in Section C, are applied at the design stage levednfidentality as well asthe availability requirements.

The OStructureO of a SRP uses the Misuse case with theMotivating example
Assets ad Security Goal (MASG) model [5which is an ] _
extension of the misuse casd fBat provides the structure of ~ As an example of an applied pattern, Fig. 3 shows part of a
assets, threats, and countermeasures at the requirement leWdYIL class diagram that realizes a payment process on the Wek

The MASG model canmodel attackers, attacks, and
%User

countermeasures as well as normal users and their requirements.
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Adtacker A SDP alone camt support the development lifecycle
Fig. 1. Sample MASG model for a shopping website because it lacks systematic guidelines with respect to
applicaions in the entire lifecycle [7 Consequently, formally
Figure 1 shows a typicab@mple of the MASG moddbra  describing what rules ust be verified is difficult [H9]. In
partially modeled shopping website. The function Omake addition, most SDPs do not specifiy mention systematic
paymatO has several assets, which could be threatened. In gngidelines until the relations with Security Requirements are
model, isclosur®is a threat fordmake a paymef} while  defined. Under thee conditions, even if a developer intends to
(personal informatiois an asset(Spoofing) CElevation of ~ apply a SDP such as RBAC (Fig. 2) to the structural model
privilegeQ and OSQL InjectionO enable Disclosure. In additior{fFig. 3), it may be inapproprialg applied to a identified
each counteneasure, such as OI&A (Identification andthreat. Additionally, the appropriateness of the applied pattern
Authentication)O, OAuthorizationO, or Olnput and Dat@athe model and the patternOs ability to resolve vulnerabilities
ValidationOgffectively mitigates threats. Although the MASG are often inadequately verifiedhese situations may cause
model helps comprehensively detect security issues at thiecorrect pattern applications and unresolved valoiities.
requirement level, it does not indicatgether the identified
threats actually exist in the software system. % User

B. Security Design Patterns (SDPs)

SDPs are an established technique to satisfy security Payment. Ul
specifications. A SDP includes ONameO, OContextO, OProblem;, =

OSolutionO, OStructureO, ODynamicsidseq@encesO, and <o ca <o
OSee AlsoO. The pattern descriptions can be reused in multiple famenconoler - o
make_a_payment () access_control()

systems. As examples of SDPs, Bschmann et(2006)

proposé 25 desigrAevel security patterns [2]. <cenitys <ol S
Product
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d * MemberOf Cd : —|-a
-name *  |-name ' -name <<erfity>> <<Righe>> . <<Right>>
J , Paymentinfo Right 1y Right
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-access_type
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_copy_flag Fig. 4. Example of an inappropriate pattern application
+checkRights()

Figure 4 shows an example of an inappropriate pattern
Fig. 2. Structure of RBAC application where RBAC is applied to the model shown in Fig.
3. Due to the lack of systematic guidelines with respect to



pattern application, a developer may applyhe pattern The extended SRPs (E8RPs) and extended SDPs {Ex
inappropriately (e.g., like NG design in Fig. 4). The NG desigrSDPs)are preparedeforehand. These new SRPs and SDPs
implies that the access right depends on the user not on the radee expansionsfoexisting onesthat can be used to verify
Moreover, the appropriate functional behavior of the acceswhether the applied patterns are appropriatetandentify the
control cannot be confirmedntil the design model is tested. presence of vulnerabilities in the target modggure 5shows
Thus, the applied measures may not mitigate or resolve thbe overall structures of ERRPs and EX6DPs. In addition to

threats and vulnerabilities. existing SRB and SDR, extended patterns contafecurity
. Requirements and Pattern Requirements, respectively.
D. TestDriven Development (TDD) Theserequirementsire describedsing OCL expressions.

TDD is a software development technique that uses short Security Requirementedine the requirementshat each
development iterations based on prewritten ¢ases to define  countermeasure must satisfy. If a model does nosfgatie
desired improvements or new functions. Here our testingecurity Requirements, then the measures do not retheve
process employs TDOwhichrequires that developers generateyylnerabilities and the system may contain threats. In TDD,
automated unit tests to define code requirementsr fdo these requirements represent test cases that must be satisfie
writing the actual code [11 The test case represents Herein we assume that there are nine types of countermeasures
requiremets tat the program must satisfy [12 Ohput and Data ValidationO, Oldentification and

Our method employs USE [I,3which is a tool in the AuthenticationO, OAuthorizationO, ~ OConfiguration
UML-based simulation environment that runs tests to specififlanagemento, OSensitive DataO, OSession Managemer
and validate information systems bdson subsets of UML and OCTyPtographyO, OException ManagementO, and OAuditing a
OCL [14. OCL is a semiformal language thean express L099ingO. These countermeasures can be referenctfe
constraints for a variety of software artifacts as well as specifp€curity Frame Category [lL3vhich is MicrosoftOs systematic
constraints and other expressions in modeling languages. Ug@tegorization of threats and vulnerabilities. We asstirae
was initially implemented in Java at Bremen Universityt ese nine categoriesrea typical countermeasures  at th?.
(Germany) to evaluate OCL expressions via simulations. TEequirement level k_)ecayse these categories represent the critice
veiify the OCL constraints, a developer craaia instance of a &€as wWhere security mistakes are nuastmon
class in USE and then injt value as a test case. Pattern Requirementdescribethe requirementshat the

Our method initially evaluatethe OCL expressionshata ~ aPpliedpattern must satisfylf a model does not satisfy the
design model should satisfy (Test First). TESEM gensrateP@ttern Requirements, it impliebat the pattern is applied
these OCLexpressiongnda test script to verifywhetherthese ~ nappropriately.

OCL expressionsare satisfiedIf the targetmodel does not g Architectureof TESEM
satisfy these OCk, SDPs are applied, and the tests are re

executed to confirm that the vulnerabilities are resolvidu: Figure 6 overviews the system architecture of TESEM

verification method also uses OCLxpessions as the which containsfive major functional componentsTESEM,

requirements. which is Web servicadeveloped wth PHP and JavaScripts
about 12k lines of code To manage data, we use MySQL.

.  VERIFICATION METHOD Below each major compamt is briefly described.
This section explains our methddrst, we show examples
of new extended security patternslext, we explain the [ S
architecture and process of TESEMinally, as an example [r——

verification process, we applgur method to a purchasing
system using these new extended security patterns.
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Modeling Component: TESEM hasthe function of a UML

diagramming application. It supports class and communicatioj s~

diagrans. In theuser interfacea user can add, ediand delete

class elementss well asdescribe relations between elements.|

Figures 7 and 8 show screenshstfor a design target
application.
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Fig. 8. Screenshot when créag acommunication diagram

Requirements Generator: In this generatorthe main ouputs

» Public Patterns

E] éré‘ . { Role Based Access Control
g wé‘ ' { Password Design and Use

Fig. 9. Screenshoof the Pattern Mangéds index page

Account Manager: TESEM manages user accounts and has
signup and sigrin functiors. Moreover,each user can create
a newprivate or publigproject Therefoe, TESEM can create
any number bmodels per user.

C. Process of our method using TESEM

Our method involvethefollowing sevensteps

1. Createclass and communicatiahagrams astarget
systemin theModeling ComponenfTESEMusesa XML
parser, so it also can impotMI files, including malel
information.

2. ldentify threats and countermeasures in the system. Ex
SRPs identify the types of assets, threats, and
countermeasures present in the developing software while
considering the functional requiremeantsd determining
their associations ah¢ requirement level.

3. Classify the type of countermeasurébese
countermeasures involving Security Requirements are
registered in advanc@hen the Requirement Generato
createghe Security Requirementbat thetarget model
mustsatisfy.

4. TheTest Scipt Generator creatdhetest scripto verify

are Security Requirements and Security Design Requirements. \yhetherthe input model satisfies the Security

Security Design Requirementare combinations ofeach

Pattern Requirement. By selecting countermeasures for threats
and the Ex-SDP related to the countermeasures, this

componenigenerates ragrementsthat thetarget modemust
satisfy. TESEM generatethese requirements as test cases.

Test Script Generator: To verify the test casegenerated by
the Requirements Generator, TESEM genes&tst script ina
form that USE camxecute tesfTo create this scriptTESEM
requireconcrete value as a test case.

Pattern Manager: This manageshe countermeasurdata and
Ex-SDPs.Specifically, the structure and behavia of patterns
the Security Requirements of each countermegsanel the
Patten Requements of each ESDPs are managed
Additionally, a user can submit new EXDPs andshare
patternsFigure 9 showsa screenshot ahe Pattern Minage®s

index pagevheretwo Ex-SDPs (ORole Based Access ControlO

and OPassword Design and (saf@ submittedas public
patterns.

RequirementsThen the test script is used to evaluate
these requirements USE.

5. After confirming that the target model does not satisfy the
Security Requiremest ExSDPs related to the
OcountermeasuresO ofERP are selected@henthe
Requirements Generator creates Security Design
Requirementshat thetarget modemustsatisfy. Security
Design Requirementsre combinations dhe Pattern
Requiremerd

6. Thestructure and behavior of ESDPs are applied to the
input model by binding pattern elements based on
stereotype the Modeling Component

7. TheTest Script Generator creat@test scripto verify
whetherthemodelin which patterrs are applied satisds
the Security Design Requiremeni&histest scripis used
to evaluatehese requirements USE.
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Fig. 10. Testing process of our method (conceptual)

Figure 10 shows the conceptual testing process of our
method, which is based on TDD. Generally, TDD is wsed
thecodelevel. Howeverour testing process employs THD
thedesign level.

D. Example oftheVerification Processising TESEM
To confirm that our method realizassecure design, here

we applied it to a purchasing system on the Web as af

example verificationprocess.Figure 1 shows theassumed
assets, threats, and countermeasimédse MASG model

STEP 1) Design a target application with UML notation.

STEP 3) Select countermesures and generate Security
Requirements.

Countermeasureare selectedrom the nine typesHere we
seleced the threeidentified in step 2. Thethe Requirements
Generator ofTESEM createsthe Security Requirementthat
the target modeiin Fig. 11 mustsatisfy Table 1 and List 1
show the Security Requirements for the Omake a payment(
process which includeOactor isa regular userQ, Oactor has
access permissionO, and Ovalid data istteg). If these
requirements, which are a combination of OI&AO, Olnput anc
Data ValidationO, and OAuthorizationO, are met, then the actc
can execute the Omake a payment processO. Thes
requirements represethte test cases in the TDD process

TABLE I. Security Regirements for the Omake a paymentO process

(conceptual)

1

<<Actor>> is a regular user Yes | Yes | Yes | Yes | No | No | No | No
Conditions | <<Actor>> has access right Yes | Yes | No | No | Yes | Yes | No | No
valid data is inputted in <<UI>> |Yes | No | Yes | No | Yes | No | Yes | No

execute “make a payment”
process

Actions
not execute “make a payment”
process

. 1. context payment_controller
As a case study, we designedmodel that does not| 5" iy, securityRequirements :
co_n5|der secgnt;(Flg. 11) Table4 explamseac_h eler_nenln 3. if self.payment_UIUser.regular_user = true and
this model.This system does not have a functionvirify the | 4. self.payment_UIL User.right = true and
condition to execut¢he Omake a paymentO process. In other: then Self.payment_Ulvalid_input_data = true
words, even ithe user is not a regular user, the process can bg_ self.make_a_payment = true
executed. 8. else
. . 9. self.make_a_payment = false
STEP 2) Identify threats and countermeasures in the system. 10. endif

OI&AO, Olnput and Data ValidationO, and OAuthorizatio
were selectedcountermeasures for OSpoofingO, OElevation

nQuist. 1. Security Requirements for the Omake a paymentO process (OCL)
of

PrivilegeO, and OSQL InjectionO in the Omake a paymeS¥BP 4) Execute a test to verify that the input model satisfies

process, respectivelfFig. 1) For simplicity, each threat has
one countermesure.
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Fig. 11. Model that does not consider security

the Security Requirements.

Next we executed a moldest to determine whether the
input model that does not consider security satisfies the
Security Requirements in List(lLe., we verifed whether each
of test casel B8 behaves according the expected action in
Table 1. TheTest Script Generator GESEM creategest
scripts to checlf each test case is satisfied. These test scripts
can be executed in USE.

Figure 12 shows a case where the Oregular userO, Ohe
access permissionO, and Ouses valid d#a® are all OfalseO
(Table 1 test case 8). Bause the input model lacks object
constraintsa false actor may carry out Omake_a_payment =
trueO (i.e., an actor can execute the Omake a paymentO proc
without being a regular user or permission). Hence, the input
model not considering security doest rsatisfy the Security
Requirements of the Omake a paymentO process, and the OC
evaluation n USE becomes "false" in Fig. 12
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Fig. 12. Conditions of the Security Test in USE

Table 2shows the results of the eight test caSedy case
1 satisfies theSecurity Requirements in Table, Tonfirming
the necessity of countermeasures OI&AO, OAuthorizatiwhO
Olnput and Data ValidationO.

TABLE III. Security Design Requirements of the Omake a paymentO
process (conceptual)
112 |3 |4|5|6]|7]8

the same ID and Password that are
inputted into <<Login_UI>> exist in Yes | Yes | Yes | Yes | No | No | No | No
<<User_Data>> respectively

Conditions |rights are given in <<Role>> which an Ves | Yes | No | No | Yes | Yes| No | No
<<User_Data>> belongs
valid data is inputed in <<UI>> Yes| No | Yes | No | Yes | No | Yes | No
<<Actor>> is considered regular user x | x| x| x
<<Actor>> is consider non-regular user x | x| x x
consi‘dcx-'s that <<Actor>> have access « | x < | x
permission
consider that <<Actor>> does not have < | x < | x

. access permission
Actions

consider that valid data is inputed x x x x
consider that invalid data is inputed x x x x
execute “make a payment” process x
not execute “make a payment” process x [ x| x [ x| x| X x

TABLE II. Results of the Security Test
1123 |4 |56 |7]|8
<<Actor>> is regular user Yes | Yes | Yes | Yes | No | No | No | No
Conditions | <<Actor>> has access right Yes | Yes | No | No | Yes | Yes | No | No
valid data is inputed in <<UI>> |Yes | No |Yes | No | Yes | No | Yes | No
execute “make a payment’ % x % % % X x x
process
Actions
not execute “make a payment”
process

STEP 5) Select Ex-SDPs and generate Security Design
Requirements.

We selected EEDP related to theountermeasures of Ex
SRP, andhddedthese to the structure to realize security
capabilities Specifically,Password design and Use, RBAC
and Prevent SQL Injectiomere employedor OI&AO,
OAuthorization@nd Olnput and Data ValidationO,
respectively. Table 3and List 2show the combinations of each
Pattern Requirement necessary for the Omake a paymentO
process, which is referred to as OSecurity Design
RequirementsO.

STEP 6) Apply Ex-SDPs and generate Security Design
Requirements.

We applied theabove Ex-SDPs During the pattern
application, pattern element&re boundto a stereotype in
TESEM. Figure 13 shows the structureafter applying the

patterns tothe model Hence, this model considers security.

Compared to themodel in Fig. 11 several conditionsare
necessary to execute the Omake a paymentO pibaislesy.

36.
37.
38.
39.
40.

41.
42.
43.

context payment_controller

inv check_id_and_pass:

if self.password_design_and_use.User_Bsarists(p |
p-id = self.password_design_and_use.Login_ULid and
p-pass = self.password_design_and_use.Login_Ul.pass)

then
self. Payment_Ul.actor.regular_user = true

else
self.Payment_Ul.actor.regular_user = false

endif

. context paymencontroller
inv access_control:
if self. RBAC.Right>exists(p |

p.right = true and

p.role_id = p.Role.id and

p.role_id = p.Role.User_Data.role_id )
then

self.Payment_Ul.actor.right = true
else

self.Payment_Ulactor.right = false
endif

. context payment_controller

inv sanitize_input_data_payment_Ul:
if self.Payment_ULPrevent_SQL_Injection.sanitize_input_data =
true
then
self.Payment_Ul.valid_input_data = true
else
self.Payment_Ul.valid_input_data = false
endif

. context payment_controller
inv sanitize_input_data_login_Ul:
if
self.password_design_and_use.Login_UIl.Prevent_SQL_Injection.sani
tize_input_data = true
then
self.password_design_and_use.Login_Ul.valid_input_data = true
else
self.password_design_and_use.Login_Ul.valid_input_data = false
endif

context payment_controller
inv security design requirement:
if self.Payment_UlLactor.regular_user = true and




44. self.Payment_UlLactor.right = true and

45. self.Payment_Ulvalid_input_data = true and

46. self.password_design_and_use.Login_Ul.valid_input_data = true
47. then

48. self.make_a_payment = true

49. else

50. self.make_a_payment = false

51. endif

List. 2 Security Design Requirements of the Omake a paympeot€ss (OCL)

% Actor

<<boundary>>

Payment Ul

<Logn_U>> boundary

Login Ul

<<Password_Desg_And_Uie>> control
ﬂ, Password Design and Use

Controller
use <<RBAC>>

[T - check_identification () RBAC Controller

use
- access_control ()

<UserDaua> entity

<<entity>>

Product Info User Info

o

(((((( > Right
Payment Info <Role>
Role

an actor without permission dnputting invalid data can
execute the Omake a paymentOcpg)cHowever, éter the
patterns are applied, USE outpdaake a payment = fal€e

and the actor cannot execute the Omake_a_paymentO proce
because access permission is not specified in the ORoleO ar
the system assumes invalid data is used in OLogin UIO. By
executing all the test cases, wenfirmed that the output
modelapplied pattern satisfies the Security Design
Requirements of the Omake a paymentO process.

To summarize, we applied EDPs for the
Onake_a_paymentO process, which requires OI&AO, Olnpi
Data and ValidationO, and OAuthorizationO, and executed
model test.Our verification process using TESEbtbnfirms
the appropriate application of security design patterns and the
existence of vulneralties to threats identified at a
requirements stage.

IV. LIMITATIONS

Our method has a few limitations. Because test cases are
created based on threats and countermeasures identified in th
requirement stage, the presence of threats not idendifidis
stagecannot be detected. In addition, the criterion for selecting
Ex-SDP may be impractical because the range is influenced by

Fig. 13. Modelapplied patterngstructure)

STEP 7) Execute a test to verify that the input model satisfies

the Security Design Requirements. A

To verify whether the patterns are applied appropriately to
the Omake a paymentO processnus confirmthatthe
Security Design Requirements, whigtecombinations of

the security policy, platform, and risk analysis.

V. EVALUATION AND DISCUSSION
Experimental Overview

To evaluatehe Research Questis, we conducted

experiments involvingen students majoring in information

each Pattern Requirement, are satisfied. We executed tests t§¢i€nces at Waseda University in Jaggmthat the students

confirm that the model in Fid.3 satisfies the&Security Design
RequirementsSpecifically, we confirmed that test caseB&
behave as expected (Tableugsing theTest Script Generator
of TESEMto creates test scripteatcan be executed in USE.

payment Ul:payment

request_3 | safe_input=true
— q

Freven[ SOL Injection payment Ul:prevent SOL Injection

escape_input_data=true

b nu

“| payment controller:paymen
_— £ { make_a_payment=false

were able to apply our method, we preparstudent
information management system called EM&r(lment
Management stem) [1§. EMS is an actual web application
used to evaluatsecurity and privacy methodologitsat was
designed and analyzénl collaboration witHT companies and
| academic research institutes. This system involves typical
software vulnerabilities sucks SQL injection or XSS.he

mber of use case and class of this system are 24 and 31

respectively.

Students were given the use cases, model (class and

prevent SOL Injection login Ul:prevent SOL Injection VAN
escape_input_data=false “,"

O O O ¢ Class invariants
Result

Invariant

book:product

communication diagramand threats of this system. tine
experiments, we considaithe Odelete funinO of the
OStudent ControllerOasse casé@volving twothreats
(OElevation of privilegeO and OSQL Injectionita).
experiment included the following:

payment_controller::... true
payment_controller::... true d=1
payment_controller::... true name="'Beatles’
payment_controller::... true price=1000 .
payment_controller::... true MMU— ¥
payment info 1:payment|
user_id=1
Constraints ok. 100% % product_id=1
date=Undefined
¥
Fig. 14. Conditions of the Security Design Test in USE

Figure 14showsthe conditions of the Security Design Test
in USE fora case where aess permission is not given for the y
ORoleO of the actand the system does not sanitize the
inputed data in OLogin UIO (Table 3, test casePdipr to
applying patterns, USE outputs Omake_a_payment = trueO (i.e

Exercise 1Students realizka secure design to mitigatero
threats (OElevation of privilegeO a@&QL InjectionO),
without referring to anything in particular.

Exercise 2 Students realizba secure design to mitigateo
threats while referring t@ security design pattern. In this
exercise, we instructethat two security design patterns
(RBACOand CPrevent SQL Injectiod be used

Exercise 3Students realized secure design to mitigateo

threats using our metho8pecifically, they sethe Security
Requirements and Security Design Requirementstter
design model created in Exercise 2. Theaytremodeled



while verifying these requiremenigere satisfied. In this
exercise, wénstructed thaTESEMbe employednitially.

B. Experimental Residiand Discussion

1) Exercise 1

¥ In this exerciseseven of the terstudents werainable to
show a concrete degn policy at all. Although the other
threedesigned to mitigate threatbeirdesign modelsliffer,

andvulnerabilities may not be mitigated. Herein we propose a
verification method for a security design pattern using a model
test in the UML model simulation environment. Specifically,
assets, threats, and countermeasures are iédntifthe target
system during an early stage of development. We verified both
the appropriateness of the applied patterns and the existence c
vulnerabilities in the first stage of the design model.

This method offers three significant contributions.sEir

demonstrating that developers who are not security desigax-SRP and E3SDP, which are new extended security
specialists have difficulty realizing secure designs withoupatterns using OCL expressions, include requiremant

referringto anything. Moreoverthe design policy depends
on the individual skills strongly even if developers are
familiar with secuity.

2) Exercise 2

¥ By referringa security design pattern, all students addpt
the same design policy, arttle attribute and method names
are standardizedddditionally, compared to exercise the
average time decreased by 10 minufdsese results mean
that referencing security patternsimproves the design
quality and affect thedevelopment time. Howevegjght of
the students appd patterrs inappropriagly. Examples of
incorrect pattern applicatioimclude Olack of associationsO,
Oinsufficient class entitigsGnd Owrong coordination
between patterns@his result answerRQ1 affirmatively;
developers do inappropriately apply patterns.

3) Exercise 3

¥ In this exercise,the TESEM outputed OfalseO teight
incorrect models, whickverecreated in Exercise Because
the Security Requirements and Security Design
Requirements are not satisfidekercise 3 confirms thaiur
methodcan detect an incorrect applicatiocof each security

designlevel patterns. Second, a new metidting process
based on TDD verifies correct pattern applications and the
existence of vulnerabiliéis. Finally, a tool called TESESM
which supportspattern applicatios, automatically generates
script to test the model. In the future, we inténdconduct
experimentsusing more general and largeale examples as
well as consider applications based tme dependencies
among patterns, which should realize more practical uses.
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APPENDIX
Here wedescibe our plan for a livelemorstration which
has two objectives:

¥ To explain how taletectincorrectpatternapplicatiors using
TESEM.

¥ To encouragelevelopes who design modslusing UML to
employTESEM.

This demonstration offESEM should helpdevelopers
realizz secure designby applying security patterngelow is
an explanation of how we will achieve each objective.

A. Example ofthe Verification Process using TESEM

To demonstrate th&tESEM helps detect incorregattern
applicatiors and helps realize secure designwe intend to

show an example ofa verification process using TESEM
where the target i€MS (Enrollment Management system)

with typical software vulnerabilities

First, we will explain how to modehe target system and
how toadd or edit elements d¢he model. Figure 15 showsa
screenshot when ehig OUserO element.

Project : EMSsec SPojecss &~

Type  AttributeName  Delete Return  MethodName Delete Relation Delete
s 8] | nam A P —— StudentControler P
s rationaity A PO ———

et
s o vid & | getGompltiont

-
=3

Fig. 15. Screenshot when eilig OUser@lement.

Then we will show how to apply security patterns.

Additionally, we will demonstratehow to set up Security
Design Requirements fdhe target modelFigure 16 shove a

screenshotafter selecting patterns and #egj up Security

Design Requirement§RBACO and (Password Design and
Use).

Project : EMSsec

P Selected Patterns of “delete” process
. Patons

Role Based Accass Control

2 Passuord Desin and Use

» Security Design Requirements of “delete” process

st Tt st Jll st oS-

Screenshot when eilig User element.

Finally, we will explain how to generat® test script to
verify whether the model in which patterrs are applied
satisfes the Security Design Requirementsin this
demonstraon, we will confirm whetherspecifictest casgare
satisfied. Figure 17 showsa screenshot when generatireg
specifictest scriptMoreover, we will shovthe resuls of atest
using this test script.

Project : EMSsec SPojectss &~

Structre

Elements department

(String)

id (integer) 10

role_name s
ot Fun (string)

tudent

Logn Ul
Name (Type)

id (Integer)

password

Name (Type) ~ Test Case

Computer Science

Test Case

NzuoxaW

Right
Name (Type)

id (integer)

right (Boolean)

role_id (integer)

Test Case

10

FALSE

(String)

Fig. 17. Screenshot whegeneratingest script

B. Registration and creating new project
TESEM manages user accounts and hasgigand sign

in functiors. Moreover, each user can create a new private or

public project We will show howthesignup and creat@ new
project.

First we will access TESEMOs landing page andecreat
account (Fig. 18). TESEM can select passwelagin or
FacebooKogin.

"'

Password Login

Facebook Login

Fig. 18.

Landing pagef TESEM

Then we willcreate new projeciThe access leveduch as
Oprivate©r Opublic@llows developers to managenfidential
information. Figure 19 shows sreenshot whema new project
is created

New Project

Projecto Name

Sample Project

Open Level

® private © public

Fig. 19. Screenshot whetreating anewproject



