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Challenges in Cloud Security and Privacy (S&P) 

• How to consistently 
utilize existing diverse 
S&P knowledge? 

 Metamodel 
 

• How to consider S&P 
over different layers? 

 Layered metamodel 
(and knowledge-base) 
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6+1 Pieces: Layered and 
Modularized Metamodel for Cloud 

• Incorporating existing  
metamodels 
[Fer][Hazeyama][Kalloniatis]
[Tesoriero] and  reference 
architectures [NIST] 

 

• Target: Goals and domains 

• Bridge: Relation between 
problems and solutions 
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Overview of 6+1 Pieces 
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Problem Bridge Solution 

SaaS (Application) PaaS (Platform) IaaS (Infrastructure) 

Target 



Problem 

• Specify common concepts for S&P problems 

• Cloud-independent 
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Solution 

• Specify common concepts for S&P solutions 

• Cloud-independent 
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Solution
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Bridge 
• Specify connections between problems and 

solutions 

• Cloud-independent 
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Software application and platform 
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• Specify common concepts for software application 
and platform 

• Cloud-specific 

Platform
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Infrastructure 
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• Specify common 
concepts for 
infrastructure 

• Cloud-specific 
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Possible usecases 

• UC1. Categorizing knowledge 

– Knowledge-base 

– OWL, RDF ? 

• UC2. Representing, sharing and utilizing 
individual knowledge 

• UC3. Representing, sharing and utilizing result 
of knowledge application 
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Initial knowledge-base 

Related 

Pattern 
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Resource Usage Monitoring Inference 
in Cloud Computing [Ed, AsianPLoP’11] 
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Resource Usage Monitoring Inference 
in Cloud Computing [Ed, AsianPLoP’11] 



Case Study: Modeling Patterns 

• Misuse: Session Hijacking Attack Pattern 

• Solution: Security Session Pattern 
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Conclusion and Discussion 

• Contribution 
– Metamodel for addressing S&P in cloud services and its 

simple case study 
– Simple case study to show how metamodel is used for 

modeling patterns 

• Discussion 
– Missing any important concepts? 
– Does the metamodel contribute to utilizing knowledge 

across layers? 
– How can we build useful knowledge-base upon the 

metamodel? 
– Are some packages reusable for any platform?  
– How about complex cases needing various patterns, 

guidelines and practices? 
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