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Vulnerability *
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Explanation *

This attack exploits target software that constructs SQL statements based on user input. An attacker crafts input strings so that when the target software const
intended SQL [njection results from failure of the application to appropriately validate input. When specially crafted user-controlled input consisting of SQL synta:
not envisaged during application design. Depending upon the database and the design of the application, it may also be possible to leverage injection to have the
to the database, thus bypassing the application completely. Successful injection can cause information disclosure as well as ability to add er medify data in the datat

Solution *
Strong input validation - All user-controllable input must be validated and filtered for illegal characters as well as SQL content. Keywords such as UNION, SELECT or|

context in which they appear,

Goal '

An attacker is able to write past the boundaries of allocated buffer regions in memory, causing a program crash or potentially recirection of execution as per the att
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GCVE-2016-2000

HPE Asset Manager 9.40,
9.41, and 9.50 and Asset
Manager CloudSystem
Chargeback 9.40 allow

to execute

crafted serialized Java object,

related to the Apache
Commons Collections (ACC)

library.
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