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BEE DT X 2 U7 1 JaggrElic DWW TR Toh W CVE 2321 AL Maggtt ik % THEE
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— X HBHERH T DHENARETH D, [4]

CVE ¥ R4l ST Sl 4 OREE P SV CO T2 ERITLL T 0@ v
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- Description : #E25y, ®EOLAH, N X — N—T g fgEtEofE, BEIh
DY, WRIIMET 7 A, BEpAa R —x MOAN R E 2T T,

- Reference : 7% URL, %%%%fﬁﬁ‘é%ﬂﬁ‘ﬁ@ URL DA, BT — # ~_— 2% GitHub
TOEEDOa— MEESX—URERS L, ik - IR THRA TH DN, ZIhbliE
GIE~DORIR, BEEFREZGEONDIZ L H D,

- Data Entry Created : 7 — & 238§k S 7z HHZ DWW T,

Description {22V TIHBEEMORE Tlid7Ze < CVE {fEkF— 20 MITRE 12 X Y B #
O« HFEOERL 21T 72 ETEDN TN D, ZOHANZOWTIIIEABRTH 5,
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4Ai% CVE o description I/l % 4%, ZOBIZ NVD - JVD & CWE 55510 548
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DIEEHIZ SV T KHeoder Z W27 T A Z —0hr 21T o1z, € LTEORRZ AT
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1Z4A 512 CVE Description OFRiRHANZ DWW TR, IZ CVE 76 07— & flit - 73E o
FEIZHOWTHIT D, £ LT KHeoder (2527 7 AZ = DfEREZ R L, TORRE
RRIRDY BRFE LT AMELR I DWW TR D, I IZ 2 S PERREE & VY 9 T Tl D
CVE 7 — % L ot a5tk L T\ %,

3.1CVE Description D FERRANIIZ DV T

A DERIZ3E A L7= CVE @ Description D itk HLANZ SW T 5,

CVE Description %

- EiB+in £ 7213 before~(+when~)+#iil(allow LL4M)+which makes it easier for F 7213
allow ~ = —+ to B~ + via~F 721X by~

- 17E+in ¥ 7213 before ~(+when~)+ allow ~ =— + to EFi~ + via~F 7=1% by~

EWVS B TCLEMER SN TS, when [ TSN R Z LN D, FLLERN—HE
s Z e bPaln, TNENIZOWTHHT %,

ERE oG EN TV ARG 8L L IFAHO H 5 MaFHM O Ovulnerability”

in F 7213 before~ : £ DRMIZEAT 5 FH, BiAHON—T g 2o TRE, Masattos
FNTVDLRBRN I LHIZEENDILGAELH D,

when~ : WEFgMEIZ D723 2 IR InE A,

e Mgtk DJRR 2~ 7, does not THEN KL Z bbb D,

which makes it easier for F721% allow ~—H : WEF L 720 5 52 —H, BEEIFL TV
L7, B—H N a—FRONR Y,

to BhFi~ : MaggrthlZ Ko THIEE Z SN DB, GROHH,

via~E 7213 by~ : WEOERIZHW LI DK F,

TR A2 B B AR %0 TN ENMETIEDIRK I L O SRE AR, "=V a 2 F,
RILEIK, =W &k, LBELEHAZH L, LBROBKICHWO KT 25K TET,

CVE-2013-0307



Cross—site scripting (XSS) vulnerability in settings.php in ownCloud before 4.0.12 and 4.5.x
before 4.5.7 allows to inject arbitrary web script or HTML via the group

input field parameter.

CVE-2012-3538
Pulp in Red Hat CloudForms before 1.1 logs administrative passwords in a world—readable file,

which allows to read pulp administrative passwords by reading production.log.

CVE-2013-1851
Incomplete blacklist vulnerability in lib/migrate.php in ownCloud before 4.0.13 and 4.5.x before
4.5.8, when , allows to

import arbitrary files to the user’'s account via unspecified vectors.

CVE-2014-3661
Jenkins before 1.583 and LTS before 1.565.3 allows to cause a denial of

service (thread consumption) via vectors related to a CLI handshake.

ZOXEHCH—U— FREFIOHMARHANC L > TXEE DT D LN TE S,

3.2 CVE Description D4;f#
HAMEN S D FREMR C& 722 &5, CVE Description Z AN L7223 > THfig L7=7
—ZEERT D 2 R Lc, TR EREMENICH S 2 & T, BT v v 7 IZBT S5
PERLE R L HADELE, BLOAZETN~DHEHERFZTHZ L2l D,
P97 =225 T, CVE (T’cloud” &\ 5 HGEZ G b DD 5 5, ~2014 D H D 257
tEMH LTz, Z Ok NVD 72 CWE Off# b Z it b5 L, CVEL DlZoX
CVE-ID| [CWE-IDJ ldescription| OfF#EFF> L 51 L7z, EFRO/NL—MITONTE
BLZHEZXUD & LTHMNRTEHE00, 20T —4 % python # W CTH-HENT
DET LT T T LEER LT, £ 07T MMERIZ Y 7o o TIRIER T 21T 2 72912
TreeTagger[7] % L7z, EREEMNT &%, BARSETHDNT L% S5 CREMWZ FF ok
/NENL DIZRESR ) 12T 2R CTH Y . ZOBHEOEFEREZ BT 5 2 & THEED M
RIERABEZBRGETE 28], ZnEHWTERBARI A 2#ICF—TY — FLofEG s LT
E R E Ot e K &2 1T o T b,
SENIEEE —FEICRET 27 0 7T L L fix 0ERWEIIME, KA, R, =—F to~ -
HESNDEHE. via~ - RTP)OBREHNT 57 7 77 AE@HER LTz, &EO—§E55E|
T34 CVE 2%t LT CVE-ID, CWE-ID, description(4>EIRT D15 ER), subject(GEFE, XF42H6
47), vulnerability (= FEEL 45 124 Fis sk 2 54 D994, ), version, verb(vulnerability),
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when, user, to~(lE SN D HE), via~D 11 THH NP E 2 L TW 5,
DEILTRERICOWT—E & X 3 1R Lz,

A B

|OVE—ID _IO WE=ID

CWE-2009-CWE-T78

C D E F G H I

description subject vidlne rahkilitvversion verb{vulnerwhen”™ user
Cross—site scripting (*Cross—site in the tag cloud search script { hoallows

CWE-201 O MYD-CWE- Unspecified vulnerahili Unspecifiecin the HP MagCloud app before 1 allows

CWE-2011-CWE-20
CWE-2011-CWE-20
CWE=Z011-CWE-39
CWE-201 2-CWE-310
CWE-201 2-CWE=352
CWE-201 2-CWE-89
CWE-201 2-CWE-89
CWE-201 2-CWE-T79
CWE-201 2-CWE-89
CWE-Z01 2-CWE-39

Eucalyptus Eucalyptus kefore 2.0.3 and Eucalyptus EE keallows
The RPZ it The RPC implementatiin the servdoes not properly initizallows
SGL inection vulnerat SGL inkect in replaced-dns <repdns text="agallows
The serverThe server
Cross—site reqguest foiCross—site in IBM Maximo Asset Managemenallows
S0OL injection vulnerat SCIL inject in IBM Maximo Asset Managemenallows
S0OL injection vulnerat SCIL inject in IBM Maximo Asset Managemenallows
Cross—site scripting (* Cross—site in IBM Maximo Asset Managemenallows
S0OL injection vulnerat SCIL inject in IBM Maximo Asset Managemenallows
SCL inection vulnerat SGL inect in replaced-dns <repdns text="ctallows

J K L M

to"{attack) via™

remito
remito
man to
remito
remito

remita
remito
remito
remito
remito
remito

injct arvia unspecified vectors .

read ancvia unknown vectors |

execute by modifving a request , related to ar
execute by making RPC calls that leverage in
execute via the active parameter . MOTE : so

in Crowhar uses weak permissions for the replaced—dns <repdns text="productionlog” /> fik

hijack thvia unknown vectors |

execute via unspecified vectors .

execute via unspecified vectors .

injpct arvia unspecified vectors .

execute via unspecified vectors .

execute via the passw parameter . NOTE @ Sc

CWE-201 2- MVD-CWE- Unspecified vulnerahili Unspecifiedin the MetEhas unknown impact and attack wvectors .

5 |CWE-21 2-CWE-Cthe Session fixation vulne Session fixin IBM hMaximo Asset Managemenallows remito

CWE-201 2-CWE-Othe Session fixation vulne Session fixin IBM Maximo Asset Managemenallows remito
CWE-201 2-CWE-200 IBM Maxim IBM Maximo Asset Main SmantCloud Contral Desk , Thviallows remito
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Multiple cross—site scihMultiple croin ownCloud before 3.03
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redirect via a URL in the redirect_url paramet
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inject arvia the files parameter , a different v
injct arvia unspecified vectors .

iniect arvia unspecified vectors .
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inject arvia vectors related to a display name
gain privvia unspecified vectors .
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TNENDOREREEEE Z 20 Bl 2 DFHEIZHONWTE E D D,

- vulnerability (M55 D4 1)

7 Z AK Y 7D Crosssite scripting (XSS), request forgery (CSRF), Directory
traversal, Open redirect, session fixation, Incomplete blacklist, SQL injection, CRLF, %
ORI TE D, BRI 0 AV A N AT V7T 4 I REL AZiF b, R T SQL A
PVl ar R uAYA NI T AN T k=2 U RELE o, EEICHET D
MEFgPED I Cross-site scripting (XSS) vulnerability, Cross-site request forgery (CSRF)
vulnerability, Directory traversal vulnerability, Open redirect vulnerability, Session
fixation vulnerability, Incomplete blacklist vulnerability, SQL injection vulnerability,
CRLF injection vulnerability, Unspecified vulnerability @&t 9 ffi T - 7=, F 7= Multiple
DO HZELHDH, ZNHIFHMEIC Y —r L LTEDb TS,

- verb (55 DRI & 72 5 ¥H57)
7T ALY T ORER DG unknown vector or attack or impact, verify certificates from
SSL servers, use world-readable or world-writable permission, properly restrict access
(F721% message), validate token £721% file 72 ENFET SN DM, Z DEIIEE DD 7
E(63 MK L TR U OMESSMEDOWIN L > T7 T AZBBRENTVEZ EbH-
Teleh, RRWBICEA Th o VRO NGRS TV LTS, il 2 i3
HNZFAL TS list, different, CVE, vulnerability 72 £ % a different vulnerability than
other CVEs listed in CTX137162 &\ 5 JE CRIEG OIS bk EHENT2H D TH
Do TNEEE X TT —& 2% L L@ CHAMEAZER L7 & Z A, has unknown impact
and attack vectors, do not verify certificates, uses ~ permissions, do not properly restrict

access D4 D& 727,

- when({ki%)

when HiDE N D7 15 tF LR o TeloORZ — BED Z EREE LV, /e
DT 7 706 RT2~3M T T AZ BRI TN D T2 8 Z OFERD O IR B
LBV, 7272 use, user M 3T o o722 b —HF ORI, R CRL U &
E92&HTED,

RSN
77 AH ) T )5 write access, authenticated users, remote attacker 72 E23 T B D,
%72 man-in-the-middle, local & = —H OFEFH & LTIV TV 5, EERITIZ2— 00T
TN VRO TERY ., 5127 5 & local users, man-in-the-middle attackers, remote
attackers ¥ 7~ 1% administrators, remote authenticated attackers ¥ 713 administrators

TIEEAEDERIN TS, IZ context-dependent attackers, user-assisted remote
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attackers 7% 1 5 £ 41TV 7=, write access (2B L TlX remote authenticated users (25
T 5 with W2 EAOERS Tl Tz H O T, with 4% write access & ~(ob 72
E)permission MM T 5,

- to~(HHE S LD HB)

7 T AKX 75 inject arbitrary web script or HTML, cause a denial service (device
reload), (spoof server and) obtain sensitive information, bypass intend (access)
restriction, hijack authentication ~ request ~ user change, edit app configuration,
execute PHP code, execute SQL command, gain privileges, conduct attack, conduct
HTTP consumption, modify data, unspecified victim, read file 72 E3 2T b, I OEF
1EFBDO7 7 AT BNTOERT 2 /MRBLEICE EN Tzl HER RN 2
TWBHEITTEERIL CVEL DOARIT LAMER L TWW ol bE Wz, iz TS
#, 41T hijack web session, bypass authentication 72 ¥ %2 L C. LA T &\ Z — L35,
bypass authentication, bypass intended (access) restrictions, cause a denial of service
(device reload ¥ 7z/Z~consumption 72 &), conduct ~ attacks, edit app configurations,
execute arbitrary (Perl & 7-(% PHP 72 &) code, execute arbitrary (SQL) commands, gain
privileges, hijack the authentication of users, victims % 7213 administrators (for
requests that ~), hijack web sessions, inject arbitrary HTTP headers and conduct HTTP
response splitting attacks, inject arbitrary web script or HTML, modify data, obtain
sensitive information, read (arbitrary 7z &) files, redirect users to arbitrary web sites

and conduct phishing attacks, spoof servers and obtain sensitive information

- via~ £ 7213 by~

77 ANVDARTR EENENORBIZH DR T < BHAMER DA,

7 AZY 7D HE aka Bug ID, a crafted certificate, crafted packets, XML external
entity, a different vulnerability than CVE~, unspecified vectors, password which
triggers ~, a direct request, uploading a file, unknown (attack) vectors 72 E23HH| & LT
ffER T & 7o fih, FEEFENL LTV /= a brute force attack & /3% — > & TX 5, aka BugID, a
different vulnerability than CVE~IZ DWW CI3JEELH 5V IEZETSHE 3 5 ith o fegs e R O
FLRICE DN T W, ZOEMSICE L TTRE s TRBENEON D WD) L ZhEho
RF2RTFB7-0HEN 7 T AKX 4SBT0 B C 7

3.4 {84 D,F— D EEEMIZ OV T
CZETHBEILEZNENDOT Oy JIZOWTRBZE E L DRZ— 2RI L2, KRIZ
fE % DB —RUCEEMER S D008 9 nElA LTz, ke UCTITRRICHmE /e ¥ —
W& THESEDO L) THE SN DB 126 LT — AL L= 3078 % &t CVE 1%
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WAt L, CWE & 7 — U EICHAWEN B2 b oz did Lz,

fags D 4 Fr

BESNDHERLRICL > TEHESNTWANRY—VBFELE, LTOEY Th o,
CRLF injection vulnerability - to inject arbitrary HTTP headers and conduct HTTP
response splitting attacks

Cross-site request forgery ( CSRF ) vulnerability - to hijack the authentication of users,
victims ¥ 7-1% administrators (for requests that ~)

Cross-site scripting ( XSS ) vulnerability - to inject arbitrary web script or HTML

Open redirect vulnerability - redirect users to arbitrary web sites and conduct phishing
attacks

Session fixation vulnerability - to hijack web sessions

SQL injection vulnerability - to execute arbitrary SQL commands

Directory traversal vulnerability (2B L CTi%, BEE TiZ7eW3 3@ L T file BAEIZBEIT 5
WEEDEE ST 7= (read, overwrite, execute 72 &), Unspecified vulnerability (F487E &
N DR - JfigetE D)5 K % has unknown impact and attack vectors. & &£ & T 5 (4334
FHEE S DB TIE 7 < MEBFPEDFIA & L TW ) ud - s 7 < HAME & R 72 0
-7=, Incomplete blacklist vulnerability (% execute arbitrary file & 7=1Z(PHP) code DI
23 516 1 V) SERTRE E TIXR W AEREICBEE LT,

CWE IZBIL THEESANTND Z LN, ARIZS LT CWE BMELNTHELHEL H
» . Z Z TiX CWE-22 |Z Directory traversal vulnerability(/X & «  Z/3—+4)1), CWE-79
{Z Cross-site scripting ( XSS ) vulnerability, CWE-89 (Z SQL injection vulnerability,
CWE-352 |{Z Cross-site request forgery ( CSRF ) vulnerability 234 # & L TEID 4 THH
TW5, ED BTNV A TH Open redirect vulnerability 1 CWE-20(Ri# )72 A
Bl) CHlE &N Tz, Unspecified vulnerability 1% ® % £ NVD-CWE-noinfo ~/%8 &
AL TW5%, CRLF injection vulnerability i% CWE-20 & CWE-Other, Session fixation
vulnerability & CWE-287( K i ) 72 58 5E) & CWE-Other . Incomplete blacklist
vulnerability i CWE-94(2— R+ A Y= 7 v 3 ), CWE-Other, NVD-CVE-noinfo & #
BlZE->THhHHDEH o7,

7% CRLF injection vulnerability @ 2 ® 95 H 1 DL JVD OH#EfE #®IC T
CWE-93(CRLF 1 v ¥ =7 v a )L pEn T,

2 —HIZRI L CTiE remote attackers 7> remote authenticated users DREB L ZEH 50 e
WIHTBIZ o T2, L ENDMETEOSHEICR T2 ERREBLHE0OEIEN 0.8 L ED L D
% LU ITRT,
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remote attackers::-CRLF injection(1), Cross-site request forgery ( CSRF )(0.9375), Open
redirect(1), Session fixation(1)

remote authenticated users::-Directory traversal(0.8), Incomplete blacklist(0.8333),
SQL injection vulnerability(0.8)

XSS IZBH L Tld remote attackers 7% 0.588 & 0% 72> 72743, authenticated STV %
DT D IRNE D Th o7z,

via~IZB LTI AR Z — o B W O B EE 2 i~ TRRGE L 7z, XSS I M HEED
unspecified vectors Th ¥ | LI OHHFE L L T parameter, php, app, file, field, 735
55 DF5 LA E/BL), CSRF b [AA£IC unspecified, unknown vectors 723N ichd H T 4L LA
A Cld parameter 238 ToH > 7=, — 7T Directry traversal TlZ unspecified, unknown
LSt Tl viaa .. (dot dot) &9 X 5 ICHEFIHED SRR TN D b OPEERZ T b
72(0. )M, SQL injection % parameter 7% unspecified vector 2 DZ< & < HE L T
(4/15,5 B unspecified 7% 9), parameter DOFEIEIIARE CTH >7-, Incomplete blacklist
vulnerability (% by uploading a (crafited) file 732 < (5/6 1) 72 BE#E 23 & - 7=, Session
fixation vulnerability I3 unspecified vectors 73, Unspecified vulnerability % unknown
vectors /3% < HHEL L T\ /=, CRLF & Open redirect vulnerability (2B L CizZzh2h 2
HFOLNRNIZDFERIZEL RIS T,

QA /S — 22N T

BF N E — O T it & BEMER S D20 E A Lz, (B L 7o/ 3% — 2 OFIzi3Tix
FERBTLHHDEZE D ThWg b Izt o0 2 D 573, HEDREIZIZZE D/ H
—VNOBEENRT R TEHEEN TV D SO 2 L TEOF THE DL S BRI B
LbDxEEE B LT,

bypass authentication:--==—%|% remote attacker D #, via~TIIFFIZ/NAT — KLY 7
T A M AW TRIEE MR T D503 % 0o 7o (i 2/6 1), CWE-287 23% & A L'(5/6
),

bypass intended (access) restrictions:--==—%|% access 73-2< & remote authenticated
user 3 2 5 (8/11 1) 2327372 1F #U1E remote attacker 7> remote authenticated user (272
%, CWE-264GE S - HEFR - 7 7 & AHIFRICHH S 0300 (12/18 1),

cause a denial of service (device reload % 7z(¥~consumption 7% &)~ —H % remote
attacker 28I & A E(9/10 1), via~ZiZ—EOBRAIMEIXR 572 ho7=, CWE IZiXiEs o
E0RHY, CWE-20 ®° CWE-399(V ¥ — X EORIE), RO b DOBEE LT, 7B
CWE-399 (I OWTIE Z DFHEUZ Lo b TV R T,

conduct ~ attacks:--attacks ORIIZZ U v 7 ¥ x » 7 X CSRF 72 E LR BN ENILD,
remote attacker D 7N E N> T=(B/4 NI L D LB HND, via B HAMEIZ 220,
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CSRF attacks 78 CWE-352(CSRF) THh % = £ # D2 & 31 &+ NVD-CWE-noinfo & 72>
W5
edit app configurations -2 DA, AT DL LD Th oAl L TRY TR
VVATREMEN B 5, JRIKIC does not properly restrict access /N L TN 7= LIAMTHRHIME
720N,
execute arbitrary (Perl & 721X PHP 72 &) code:--6/11 ££:28 PHP (23 5t O TH - 7=,
72Hik i@ Y Incomplete blacklist vulnerability 28 5 % 58, 4 {75 PHP code % x5 &
L TWT by a crafted file 73 via~Ei571k 5, LSO b DIZITHHIET 72 <. CWE b
EoEsThoT,
execute arbitrary commands:--Z 5 5 % SQL commands (2B L CIXRIHEDHEY TH 5,
SQL LA D L diFa~y NITEENH D b DIiFA 72 5o 7-(shell commands 723 1/6 ££), =
— 1T local user X°> man-in-the-middle attacker 72 E#HH Tl 2 —HF OFEFEO HELAS H
NLo T, LAV TITHAIEIZZR <. CWE HIiX 61T T,
gain privileges:--==—¥|Z authenticated users 732 (10/12 4), via~iZ unspecified
vectors A% < (712 fF)Z NN DOERP B EVH LN o7, CWE X
NVD-CWE-noifo3 #f:, CWE-255 7% 1 & D% & 3T CWE-264 ThH o7z,
hijack the authentication of users, victims ¥ 72(% administrators (for requests that ~)---
Cross-site request forgery (CSRI)IZRH T ARk TH 5, AR DE Y = —H L remote
attacker 7% < | via~IZ unspecified vectors, unspecified vectors 73 %771/ Y, CWE X CWE-352
THEHETH D,
hijack web sessions -4 C Session fixation ([ZBT AR TH D, FiROHY = —H %
remote attackers. via~i% unspecified vectors 73%\ ., CWE (X CWE-287 & CWE-Other
IHENTVD,
inject arbitrary HTTP headers and conduct HTTP response splitting attacks:--4TC
CRLF injection vulnerability (ZBd3 552k & 72> TV 5, AIROED 2 1 L2729
HIVEZHEET 2 Z EEEL U,
inject arbitrary web script or HTML---4 T XSS |27 55k TH 5, = —1% remote
attacker 73°°% 0 V)Y remote authenticated users H/77E L. via~Id unspecified vectors
DA, YR AT parameter php, app, file, field 732\, CWE |Z CWE-79 T E,
modify data---modify data A DKEE & and X° or TE HIZFEBR SN TN D Z E3Z(3/4
), BHRBEE > THRVEFIZHEDLILLT VO NE T via~ unknown vectors,
unspecified vectors Th 5 & & H 12 CWE § NVD-CWE-noinfo (27730 S 41TV 7z,
obtain sensitive information---=—#|% remote attackers & remote authenticated users
NZEINZEI 10/24 9> THLIZ local users(3/24 {4)=X° context-dependent attackers(1/24
)& A TU=, via~iT unspecified vectors 23 H % < . TALLIAMT code, file, packet 73
Ewi—tEiE e otz, —EDOT —# OiAirF(by reading~) & {T-> T\ 5 Z &ENRE,
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CWE-200 73 & %72 72(11/25 P, CWE-255 X° CWE-264, NVD-CWE-noinfo %% <
GEN TV,

read (arbitrary 72 &) files - = — ¥ [3<°X° remote attacker 734 < (8/12 5% ¥ IZ remote
authenticated users Th-7-, Z DHIZ 3 1 Directory traversal vulnerability 73 & F 1
%, via~i% unspecified vectors Dl request H, %< A o 7-(E 112 4/12 ), CWE (2o
Wi Directory traversal(CWE-22) %2 Fx< & CWE-20, CWE-200, CWE-264 735 £ T
Ay

spoof servers and obtain sensitive information- -4z —EH - T=B ENH IR UEEDT
v RoeA Rad#ith o7z, O DREESr does not verify X.509 certificates from
SSL servers, —=—% man-in-the-middle attackers, via~® via a crafted certificate,
CWE-310 n&T—ET D L 7eo7,

3.5 Bl « RE — 2 ORYMERTE

~2014 FFE TOT — & Z W THEAIMREZ 58T L7223, 2 ORHEAY 2016 FF0 6 DI
VTIXE DL ERGE LT, BEEHEE LTI 2016 420D CVE M S [RIGMETF — & 58| 247
I ("cloud”# &b O E MR L. .CWE OIF#RZf 5 L b7 e s T 2% AnThHEId %),
DENLT i 2 OF —Z PERSRZ — N2 EORRE—T 502 % dice FRE A VT FE{LLEEH)
ECHGEET 2, dice fREE 1X 2 DOEADHLIEZRELT 25D 1 >THY, WHEDE
HEEUBEBEEE LD LOTHB9], ZEAVPKEVEAICHLEUEOHEERI LTV
B, LI =N b B HRRERNE LTV 5 & FLIAATZ OBREAW TV,

dice REXDFHFEE X FEY A MOlZZR LT, WFHtEL RSV TWE L0, BF 4 —
DONETEREDOBAINEN 2014 FETOHLD L —HKT 5008 ) DA (FEOMND L, b
DOEWEDES, & — o oHAED BAM T D & OITBIMEIZ I L7z,

Offl x D35 — 2 & DI

- Mfaga M4 FR- - (multiple & ®)584—E)8 12/16 /4. 1 21 An open redirect vulnerability
RN LTV, 95 3 Ol unquoted windows search path vulnerability, 7 2 O,
untrusted search path vulnerability 78 1 > TH > 7z, F7= Blacklist vulnerability,
Directory traversal vulnerability, Session fixation vulnerability [ZHE L T\ 2o 72,

e —HSER I 37/43 -, 9 B with~permission F 7213 access IZEH D HINLDH H D
22O, fhlZH L < attacker 73 2 -, context-dependent attacker 73 1 SH{HL L TV 7=,
%72 man-in-the-middle attacker ZHEL L T\ 72 o7,

CEE TR 7T AT & o THEUERS 0.7 L & TR b o2y 25/43 . AFTO—EOMRR
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BEbEDHE 3043 LT, HBLLIZEDIFLLTOEY ,

bypass authentication, bypass intended access restrictions, execute arbitrary code,
execute arbitrary (SQL) commands, cause a denial of service, inject arbitrary web script
or HTML, gain privileges, hijack the authentication of users for requests that, inject
arbitrary HTTP headers and conduct HTTP response splitting attacks, obtain sensitive
information, read (arbitrary) files, redirect users to arbitrary web sites and conduct
phishing attacks,

FOIZONWTINY = ZER L TORWR204EE TOT —Z I b DRHDHHD L
171 L7, F7zaffect confidentiality(, integrity, and availability) 233¢f:& 0 #r L < /3% —
CEAERTE D AREMEN B o T,

- Mg PE A
ERME6EDT, 70T NT UL TE 2> oD TEBTHA LZHFIR, has

unspecified impact and (remote) attack vectors & use ~ permissions 23 Lo ->7-, 72

1SN 3 LUK AT D HDONRH Y RO I KB TEFIIFE-> T,

. via~
VERR L7282 — a3 D 7o Tiddh 528 11/43 11— L., 3 1% unknown vectors
related to ~& unknown vectors (ZfH¥4 L7z, F7- a brute-force approach & ZFKilIZZ L3
Holel o7,

O/ % — OB EMEIZ DN T

- {E % DEgatEA PR & o BEE
CRLF injection vulnerability, Cross-site scripting (XSS) vulnerability, Cross-site request
forgery (CSRF) vulnerabilities, SQL injection vulnerability {2 DV CIIARE S5 HE
CWE 78 2014 4 COREHE & —# L 72(CSRF (£ CWE-20), =—#% XSS + Open directory
vulnerability 73f: % TH T % LISMIZ I E B 72 - 72 = —H (remote attackers,
remote authenticated users)’ H TV 7z, via~IZ DWW TN D720 D CTF s LEEV,
Open redirect vulnerability &8 S5 W8 2 fF—F L7=23, CWE 28 CWE-601:URL
Redirection to Untrusted Site ('Open Redirect)IZZH STV 2, & 9 1THHIZSCEN 3 X
W2 TED 23T W TN 7 - Tz, Unspecified vulnerability (X557
234 to affect confidentiality(, integrity , and availability) DJE TE2 N CTE 0, #HL<
HAIMERMES =B 2 6D, ZHLUIMIHEL L 72 search path vulnerability (% gain
privileges THE SN AHEN —ETH Y, =—HF L2 Tlocal users, via H a Trojan
horse ~ in ~ directory & —%, 2 TRE{EEORMIZK L TE L LTV,
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- JE SN D EENF — L DR
bypass authentication--1 : D #7253 = — ¥ % remote attacker, CWE % CWE-287 (Z—3%
LT, via~ZITJRIAEL S5 D uses cookie-encryption % 5| & kX Z D key DF L v U
TEE DD TV e OE S D B & TR o 7z,
bypass intended ~ restriction- -2 f: & & access N DN Mo 7o 7odH 1 —H %
authenticated TiX72 < remote attacker 72>7-, CWE D53 FH% CWE-264 Tid72 <
CWE-20, CWE-254 &8/ S5 B & Bip o~ 72,
cause a denial service: -~ — I remote attacker OfiiZ attacker ©,777E, CWE %
CWE-200 & CWE-284 TH ¥ | via~Fi7(Z b 2 F DB O 72O RN 2 IRER T B /e -
7o
execute arbitrary ~ code--3 & > 7228 2014 FFERICH T 0 BHAMEN R SN2 hho 7=,
execute arbitrary commands...Z 55t 20O ATH E Y HAMEIZ R SN0 o 7,
CWE-78(0S): Improper Neutralization of Special Elements used in an OS Command
('OS Command Injection)?’ 1 & - 7223 Z DK execute arbitrary OS commands as root
Lo TEY, OSa~vr RS vyl v a OB EREMT D AReER & 5,
gain privileges- - —|Z remote authenticated users, remote attackers 7% 1 {3 >fF(E
L7z, CWE %X CWE-264 & CWE-287 ® 1 {£9->T CWE-264 ®J77% authenticated % %
L7co via~ZB U CIIHAME Z IR EM T b d o7z,
obtain sensitive restricts: - —H X 51T TV DM, via~ZbiE—EiX7ehoTz, T—X
EDFiFH A (by reading~) 72 EDIINEIEL K1 & L THEIT LTS, CWE-200 2321
G/7THRFBITIFDEETH -T2,
read arbitrary files'-1 D%, = —|X remote attackers, via~iX unspecified vectors
Lo TEYHAANIZ—H L TWwW/=, CWE X NVD-CWE-noinfo & 72> TV 7=,

ORAREY 728 R DOFAT

WNE—=NZFFTTEZTLE D EENENOHE D720 | BEMEOFHG 2 L < 72
S TLEST, 22 UE2 OFRIUT 2016 FEICBNTH —ERHEDN TN Z L 3biro
2o 2016 FEDT — X &R 5721 TH HB LV CWE DM 2 TV 2 D BT LU S Y — U H3iE
HIL T2 Y (brute-force attack/approach 73 CWE-254 < make it easier & B LT\ %
YL TnD, £ CWE BEMABED LD L R -T2l | FilllHHERTVnD b
DHLHoT,
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4 5RO BRI HITIE

41 BX 20T 4 « ZTANRNVERILEAFETT VL ORHE
X2 VT 4T ITANRER I @A ZET N E5EILT- CVE L DA £%51 5,
CVE-2012-4394 & CVE-2014-0592 Z/EMIC &LV, A X ETF M- TAH TV =7 X%
TERE Uiz, TNZERICHoWTK 11, 12 125R7,

XASSVulnerability : Vulnerability

; codefix_infomation : Document (Resource)
description
when location = hitps://github.com/owncloud/core/commit/---
vector = file_parametor \O
N casel . Case \
<<MisiSSe B Solution : Solution (Countermeasure)
Altack : Attack CW-ID = CWE-79 -
- 7\
ASSTheat . Threat (Exploit filelist : Function
= \ <<Misuse>> / —_—
descrption = to inject arbitrary web script or HTML MislseCase : MislseCase |@cation = apps/files/s/filelist 5
vector = file_parametor
] <<Misuse>>
SwnCloudt GlondSBvED Attacker1 . Attacker (Miss User)

version = 4.0.5

type = remote_attacker

11 CVE-2012-4394 \ZB1F D547V =7 K
12 CVE-2012-4394 (2B 17547 =7 b
F7-. CVE ® description (ZLA FDi#E Y ,
CVE-2012-4394
Cross-site scripting (XSS) vulnerability in apps/files/js/filelist.js in ownCloud before
4.0.5 allows remote attackers to inject arbitrary web script or HTML via the file

parameter.

CVE-2014-0592
Barclamp (aka barclamp-network) 1.7 for the Crowbar Framework, as used in SUSE

Cloud 3, does not enable netfilter on bridges when creating new instances, which allows

Vulnerability1 © Vulnerability

description = do not enable netfilter on bridges case2 | Case

= ] i D
R e —— | CvED = CvE-2014-0592
vector = unknown vectors related to floating IPs -cuLID = CWE-264

<<Misuse=>>
Altack : Attack J Solution . Solution (Countermeasure )

Theat . Threat (Exploit

descrption = to bypass security group restrictions

filelist : Function

r locatipn = apps/files/js/filelist js
<<Misuse>> vegkdr = unknown vectors related to floating IPs

MisUseCase : MisUseCase

Crowbar_Framework @ CloudService

version <<MisLse>>
Altacker - Attackep{Miss User)
type = rem/oteéttacker

Barclamp : VirtualNetworlk

version = 1.7




remote attackers to bypass security group restrictions via unspecified vectors, related to

floating IPs.

1512 CVE-ID & CWE-ID % case WIZHHIT 5 Z & TENENDOFFIZFHATE D LD
(L7, Magatboa s sd 7 7 A L OSEnc B LT Function WICTE a2 {45 LTz,
TH#IZEI L TiX CloudService O, #%%# @ Barclamp 1%y NV —27 D7 T 7 RF—E R
Tdh o772 VirtualNetwork & L CTA A X A&/ LT, BeggMEDJRIRIZ -Du ™ TIEAT
X4 % Vulnerability & L CA v A X o A4, $%F 1L when (IZBIT DRI E & HIT
Vulnerability ~£f7-t72, ZORLHEOONTNDE L DOIZEE L THRRZH HREE D>
THEO, FFHAEIRIN TS, BT 5561361 21X CWE-79 OFiH” does

not neutralize or incorrectly neutralizes user-controllable input before it is placed in
output that is used as a web page that is served to other users.”[CWE %1 k URL] & T
x5, —H0 Attacker(Miss user)|Z & 7= 5 72 remote_attacker & % A 7/3F L., to~
DFATE XD 8845y % Problem @ Threat(Exploit) 2, via~ DK -FIIJRKERy D 7 T A DA
VAB AL 5 OAEIE S 4L72 Function (R 721, RRES D7 7 A L BEfTIT 72, &

72 CVE @ description (ZIZ72\ 23, AIEIZIEE%E URL #5012 22— ROEEF R GRS
N TNz Z DO #H % Solution PN Document & L THA L 7=,

ZD XS4 HEI LTz CVE description & ZZEIA VAR AR TAL LTAXET IV
EEEEAHT LT D Z 3K S, BARRIZIX CVE-ID,CWE-ID % case (2, fedgiE4 iz
Vulnerability & Threat (2. JiU[Kl % Vulnerability @ description (2, —¥ % Attacker(Mlss
user)|Z. to~DHE I N %K% % Threat @ description (2, via~®DI[K ¥ % Vulnerability
& Function ® vector |2 L % 9, 7272 LIEEsPEDOZATIZ B L TIEEEHIZ & - T Saa$, PaaS,
TlaaS 72 & 9 DR L 12D RHEICHOE THETLLER D D,

CVE o8& 51EHRE A X T WMIEEMTT258IHEHT LA X ET VD7 T A%
UToX13icE s,
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— —

Threat (Exploit)
- descrption * String

Salution

‘Solution (Countermeasure) I Document (Resource)

“HistpricalRisk

. /swﬁ- Application
e aa:
CodingRule | f

13 CVE Z# 5 FCHER XA X5 )LV EHE

¥FIZ Bridge, Target DFFIZONT, AIZIZEXF 2 VT 4\ F =2 « T H Yy I F— kb
OBEfT T, BFITGRIE 72 ECTH LT OEREFH Z LN TE 2L, SaaS, PaaS, laaS
DERSYIEA CVE OFGUTKE LTt 5 Alietk & LTk L7, F7- Threat, Vulnerability

W2kt L CTZENE 4 ThreatList & HistricalRisk #%% L7223, Z 212 CVE O E=EE S &
TREAHT 21T 9,

42 BEFEX 2 T 4 RF— L ORHE
Mt xa )7 47— 38| L7 CVE LOREEZELRT S, 2HDL b0 O0filE
> THIITT %,

F—HB AVl a rRORE SN D)

[10] THAAT S 41TV 5 Intercepting Validator /3% — > g% R AA T Z & T, SQL
injection X° XSS 1E7>, “to execute ~ commands” & 1iH & L7277 — % AJJZxET D Mageik
WEOXRIZD72035, Intercepting Validator (X7 7 A 7 > MUINGLD Y 7 = A MMk}
L CTE DRI EAT O NS — MUTT — 2 GEEZ T 9 b DO TH D, ZDNRFZ =8> T
BRAET R ERAZHMAL L TR ZENTEDHDOTHD, M7 rE XL, #lz21F SQL
7 BEie 7 4 — 5% LT SQL SCFDOMFEIC L - T SQL =t~ > RDELT & [AkEd
D Z ENFREIC /2 D, E 72 Perl THENIZ T 4 — AR L TLJI2SE Ny r— V%A 5
ECHEEZHEM{EL Lo OT —FRFEEITH) 2 &b A[RETH D, LI DX IIZSFEICE
S THIEN RIS TLEI 2D, NE—VEIERT D 7eOIIIRINRE ENENTEH L
TWREDR D D,

- Denial of service((7& & 11 5 B )
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web T —E 2 THIULZ[10] THA ST % Intercepting Web Agent /3% — > £ 7213F D
1 > External Policy Server Strategy (2L > TV AT ADIRH#EEITHI Z LN TE D, #i

LR DT 1 ADMIIATIIOWT DRI TH L0, ZORRENT 5 — S &30+
—NERF. 7TV =y a COIMNETRRAE TR AT o T D, ZHUIC KV NEIY—E R
~D DS WBEFHS ZENTEXHM, BEOHLERNO—ERAEE#ETLZLICHO
RITFDZENTE D, RBIDO/NE—IINEBICRRGEE - #F A 7 m e 22T D720, EH
R MEFIPEDS D7 o TeBROIRSFIRHIC b AN WD Z &R TE 5,

- Session fixation vulnerability (AE554:4 #5)

ZHZbOMEHMETE Yy a y IDEZRGESNTLES ZETHY, By v a rOBIK
FEZ Lo Ta—FIcR0FTE L, AA MIBEICITAT L Z ERKERXMTOND, KA

XL K O 9 <, 72t v 3 v Cookie DEUEHIZ XSS 72 B FENHV LD Z

ELHD, BXa VT 4R F = LoBEE LT, Bl x1Z[11]TlE Security Session /34 —
YRS STV D, Z ZCIEIITTREIT S 4UTu S Single Access Point DA X —7 =
—ATd®% Check Point /X% — # N Tty v a v A7 V=7 NEEATLHZ L TE

FaTRBEEERL WD, BIRHICIE Single Access Point T7 7 & ARA > b #1ERL
L, RIIETOZ—FEZBBIELLICLTND, EFa T 4RY —Zit->TY

FAT FOESHEEATF =y 7 SELLEFEFFICE A o LTWRW2—FDT 77 4 B F

4 EBEG, 24T or T Ay vl T Yy MEHEOHE RIS, By v a A

7V =l MIa—VREEOIET = 2R TLHHDOTHY, 2oty a A7V

A RRIRFIZ Check Point ZfEH L7 7 B XA &R - IEXHETF = v 7 OO 7w fbxd+5 2
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