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11]A classification of secylt is very importaniArteaga J.M., 20086 [preecsms of e mruiaSTep insmatona Conference on o Retwork ad Infomaton Secury,ONIS 2000 Y
12|A collaborative proces{Security patterns (Bouaziz R., Kal| 2014 procestings ofthe Workshop on Ensbing Technologies: Infrastructure for Gollaborative Enterprises, WETIE Y Development process, p|Security patterns Authentication, authorization, RBAC N/A Confidentiality (other security aspects, such as integrity, reliability and2{N/A N/A SPEM for process, Java/Aspe{Model driven methodology Example Requirements/analySecurity specialist, software designer Prototype tool for automatic {EJB platform
13|A comparative study o Software security jAlvi A.K., Zulke| 201 2 [proceesings - 2012 7tn intornational Gonference an Avilabilt. Reliabity and Security, ARES 2012 Y Classification of securitySecurity patterns N/A N/A N/A Condentiality, integrity, availability, and accountability for classification |Threat modeling Classification quality metrics |[N/A N/A N/A Any Software designer N/A N/A
14|A comprehensive pattdIncorporating secujUzunov A.V., F{ 2014 |Proceedings of the Australian Software Engineering Conference, ASWEC Y secure software engined Security patterns, threat pgAuthentication, Secure two—partldentity spoofing, Session state poisoning, M{Yes Unclear Unclear N/A UML-like N/A Example Requirements analy|Security specialist, software designer N/A N/A
15|A comprehensive pattd collaborative syst{pp. 112-137; U] 2015|Inf Softw Technol Y security methodology erldevelopment process pattel Security Requirement DetermindN/A Yes N/A N/A N/A pattern language methodology engineering None All developers, architects and researchers N/A N/A
16|A decision support majln software engine¢Bouaziz R., Karl 2015 |rcur et comuterscience tnohdng subssrios Loour Notes n At Intaigsnce and Lectur Notes n Bonfomtics) | 9158 Y
A framework for exploil This paper present|Balopoulos T., { 2006 |-cur tetsin computerscience tnohing suberos Locur Notes i At Intalgence and Lectur Notes n Bonfomtice) |15 s Y Knowledge base design {Security Architectural, Des|Authentication, Password autherNone Yes Confidentiality, Accountability None None Ontology None None All Developer Ontology query language Not specified
18| A framework for secur|Security has becorfGuan H., Wang| 2014 s - ecssres o e 2o ramsors comtrres on sarsion ns arstes: usrs Asansion, oo s orsscures Y Knowledge based of Design Not specified (general pattern refNone No Not Specified CVSS None OWL MDD None Reengineering, Evol{Redeveloper MDA, Protégé OWL API Legacy systems
191A knowledge framewor| The data collectiorLiu S_, Cheung 20006 [Proceedings of 4th Australian Information Security Management Conference
20|A method for web seciyCurrently, only a sfSingpant P., Pr{ 2015|Lecture Notes in Electrical Engineering 339
21|A methodology for inteSecurity in generall Abramov J., Al 2012|Computers and Security 31 3lY provides a complete fralsecurity pattern RBAC (as an example) N/A No Unclear (confidentiality, integrity) N/A UML + OCL MDD simple case studydesign and implementation eclipse FW, Dresden OCL, AT|N/A
22| A methodology for min[Although many aid{Ryoo J., Laplan 2010 [Proceedings of the Annual Hawaii International Gonference on System Sciences Y Mining security tactics fiTactictics, architecture patjAuthenticator Yes Resisting, Detecting, Recovering N/A N/A N/A N/A Example architecture design |Architect N/A N/A
A methodology to devgWe are developing |Fernandez E.B| 20086 |integrating Security and Software Engineering: Advances and Future Visions Y Methodology using secu|Security patterns analysis pattern,RBAC pattern, Yes Confidenticality N/A N/A UML Secure Software Lifecycle, Model Dr|N/A Requirements, Anal{Security specialist, software designer N/A general
25|A modeling and formal|Non—functional req Hamid B., Perc| 20714 [-ecur tewen comuersoience inching subsors Loctur Notos in At ntlgence and Locturs Notos n Bainfomats) s cs Y Specification of SecuritySecurity patterns Secure Communication Patterns Yes Confidenticality N/A N/A Original Protocol Specification [N/A N/A Design Security specialist, software designer Verification Tool N/A
A multi—-dimensional cl{This paper present|VanHilst M., Fe 2009 |Journal of Research and Practice in Information Technology | 41 21Y Classification of securitySecurity patterns XACML Access Control Evaluat{(N/A No N/A N/A N/A Original(Six dimentions classifi{N/A N/A domain analysis, re|Developer N/A N/A
27|A multi-dimensional clqThis paper present{VanHilst M., Fe[ 2008 [ trmsen smers-rocersr one s mnsons tostesen sy ormsen siens 1095 s crreion s w200 patterns
28| A natural classification Software security jJAlvi AK., Zulke| 2011 ings ~ IEEE th International G onD: ic and Secure Computing, DASO 2011 Y Classification of securitySecurity patterns, attack pdaBuild scenario pattern, Privacy gN/A Yes CIA + accontability Yes N/A Template, structured documen|N/A N/A Requirements, desigDeveloper N/A N/A
174 |Extensible security pat{Security engineerirlRobinson P. 2007 |Proceedings - Intemational Workshop on Database and Expert Systems Applioations, DEXA Security Patterns N/A N/A no N/A threat modeling with anti—statements N/A formal modeling N/A no In the future, code gsystem'’s core participant no no
A novel approach for t|In this paper, we a¢Mourad A., Otr{ 2010 i s Y aspect—orientedpdogransecurity patterns User Authentication Pattern, Sein/a no availability Yes n/a UML, natural langage Aspect—oriented Programming no design, requirement|developer, security specialist no no
A pattern based appro{Security in generallAbramov J., St{ 2011 |Lecture Notes in Business Information Processing  |suer Y Secure software engine{Security patterns Authorization, RBAC N/A No Confidentiality Unauthorized access and use N/A UML with CCL N/A None Design, Implements|Database designer Text template engine [to gendN/A
A pattern—based gener Security and doma|Benameur A., | 2009 Jooos 11tneee ° onHigh Gomputing and Commurications, HPCC 2009 Y Security framework Security patterns Web Presence, Business—to N/A No N/A repudiation N/A N/A SI¥, Secure Tropos None All Developer N/A SERENITY
37|A pattern—driven seculService—oriented ASchnjakin M., M 2009 |Proceedings of the ACM Conference on Computer and Communications Security Y Service—Oriented Archi{Security patterns SecurePipe, MessageConfidentiality Yes CIA + Authorisation N/A N/A N/A N/A N/A Analysis, Design Security policy advisor N/A Web Services
38| A pattern—driven secuf SOA enables the dDelessy N.A., F| 2008 [Proceedings of the ACM Symposium on Applied Computing Y Service—Oriented ArchiiSecurity patterns Reference Monitor, Circle of Trust, Identity Federation Yes Not specified N/A N/A UML-like Model driven, MDA N/A Analysis, Design, Im|Software designer, Software developer N/A Web application based on SOA (but methodology itself can be abstracted and be applie
39|A pattern—driven secul SOA enables the d De|essy NA, H 2008 |AREs 2008 - 3rd International Gonference on Availability, Security, and Reliability, Proceedings
40|A process model desig|Information assets|Ratchakom M.,[ 201 1 [presessotine 2011 ot inomsiona dont Goference an Gomtar Sonce snd Saftvas Engneer JOSSE 2011 Y Development of procesdSecurity pattens for acces§RBAC N/A Yes Confidentiality N/A (Supposed to be Vulnerabilities and threat{N/A UML Activitiy diagram fo Procd{N/A N/A Whole process of IADeveloper Yes, but unclear N/A
A qualitative analysis dSoftware security, |Halkidis S.T., C| 2006|Computers and Security 25 5lY Analysis of Existing sec|Security patterns Checkpointed System, Standby, Comparator—Checked Fault Tolerant System|No Availabilit Unclear N/A UML Unclear Example Analysis Security specialist, software designer N/A N/A
42|A qualitative evaluatiolSoftware Security [Halkidis S.T., G| 2004 |ttt n corosersomnce tncbingutsores ecure ftes n s teence sndLocus NoesiySonorscs) | 3269
44| A security engineering| The creation of se{Ruiz J.F., Rudo| 2014 [sth Annual IEEE International Systems Conference, SysGon 2014 - Proceedings security engineering pro|Security patterns security solution for systems of systems Yes Unclear N/A N/A SPT,UML N/A N/A Modeling system (architect) engineer tool for extracting security priN/A
A security pattern—driyRisk management {Varela—Vaca Al 2013|Advances in Intelligent Systems and Computing |#** Y Business Process Mana|Security pattern NeutralizationSQLInjection, NeuiN/A No Integrity, confidentiality (on the example) Yes in ontology but a little Yes (attribute and forces) Proposed template OPBUS framework Example Business process mBuisiness analyst, security analyst OPBUS framework exetnsion |Unclear
48|A Security Reference |Security is a funda|Fernandez E.B] 2014|ACM International Conference Proceeding Series Y Security reference arch[Security patterns, misuse p|Authenticaor, authorizer, securit|Resource Usage Monitoring Inference, Malici|Yes Unclear Misuse patterns and in metamodel N/A UML (class diagram, sequence|Unclear Example Requirements/analyCloud provider, cloud consumer N/A Cloud
A semantic based cert]In this paper, we p{Tekbacak F., T| 2008 |20th intemational Gonference on Software Engineering and Knowiedse Engineering. SEKE 2008 Y Multi—agent systems, se/Agent security patterns Agent Authenticator, Agent CerN/A N/A confidentiality, integrity, authentication, nonrepudiation N/A N/A Protocol diagram for behaviour|Secure Tropos, model driven design [Case study Design Software developer SEAGENT Plan Editor (a kind|Multi—agent systems (MAS)
52| A study of security ardSecurity and reliab|Rosado D.G., G 2006 [Proceednss - First Intemational Gonference on Availbilty, Relisbilty and Seourity, ARES 2006 | 2006 Y Comparison of security |Security architecture patte|Authorization, RBAC, Multilevel, IN/A N/A Authentication, Authorization, Integrity, Confidentiality, Attackers detectiN/A Security degree (L: Low M: MedUML class diagram N/A N/A Any Software developer (not security expert) [N/A N/A
53| A survey of security sqOver the last two {Uzunov A.V. 2016 |Computers and Security 61 Y Survey of security patt{Security patterns, threat pgAuthorization, Controlled Message secrecy violation, Data inference, UN/A Secrecy, Integrity, Availability, Accountability Threat patterns (nineteen patterns: event eave{N/A N/A N/A N/A Design Software developer N/A Distributed publish/subscribe systems
54|A taxonomy for assesqd The idea of busine{Ahmed N., Mat{ 2013 [Proceedings - intemational Conference on Research Challenges in Information Science m Taxonomy of business p Security risk—oriented[phttd SRP1-5 N/A N/A Condentiality, integrity, availability Some possible attacks are considered. N/A BPMN N/A Example Business process mBusiness analyst N/A N/A
55|A tool for managing ev|Management of reqBergmann G., N 2012 |Lecture Notes in Business Information Processing m Management of requirer Situation (a graph—like confi Trusted path N/A N/A Integrity (unclear but may be CIA) Abuse the situation N/A The declarativelnhodel query laSeCMER, SI*, Problem Frames Case study (llusiRequirements engin|Requirement analyst Tool for automatic detection (N/A
56|A tool for managing ev|Requirements evol{Bergmann G., N 2011|CEUR Workshop Proceedings 734 Yk 55
57|A UML-based method{We have previoush|Fernandez E.B| 2005 [reccs ore suinensiona vorksrop o secury i iformaion systems. w0 2005, Gojuncton win 10815 2008 Y Methodology to build se{Security patterns N/A N/A N/A N/A Relate attacks to use cases. N/A N/A MDA, model driven N/A Any Software developer N/A N/A
59|Abstract security patt{We introduce the cFernandez E.B| 2008 |PLoP08 - 15th Conference on Pattern Languages of Programs, Proceedings Y Hierarchy of security pgSecurity patterns, abstract N/A Abstraction hierarchy, usage relationshigN/A (Threat) N/A UML class diagram for relation|N/A N/A Any Software developer N/A N/A
60|Abstract security patt{During the requirerfFernandez E.B| 2014 |cmsE 2014: Proceedings of the 17th bero-American Conference Software Engineering Y Hierarchy of security pdSecurity patterns, abstract N/A Abstraction hierarchy, usage relationshigN/A Threat (and regulation) N/A UML class diagram for pattern|N/A N/A Requirements engin|Software developer N/A N/A
61|Achieving socio—techniln this paper we dijBusnel P., EI=K| 2008 |ps:csssof e 2008 znaintemaionatconfernce on Future Generaion communiaton and etworking FaoN 2008 2 m Smart Home, Socio—TedSecurity & Dependability (SXACML, its three variations N/A Combination of patterns Confidentiality (and integrity, availability) N/A N/A N/A N/A Case study (llustiDesign, deployment|Software developer (not security expert) |N/A Smart home
65|An analysis of the seci|Architectural and dHeyman T., Ysif 2007 [peesesns- o5t 2007 worshops mea Sofovare forSecure Systems, SESSO7 Y Survey of security pattgSecurity patterns Asset valuation, Roles, RBAC, RIN/A N/A confidentiality, [[dentification and data integrity N/A Quality of pattern documentati{Document N/A N/A N/A Software developer N/A N/A
66|An approach for secur{Since applications |[Bouaziz R., Kal| 20714 [-ecur et n comuterscience inching subsors Locture Notos in At ntlgsnce and Lecture Notos n Bainfomates) |02 s |PART 5 | Y/ Security Patterns[Appli{Security patterns RBAC N/A N/A N/A N/A N/A UML, ATL Model driven, component—based (asp/Case study (IllustDesign, implementa{Software designer, developer Papyrus suite tool, ATL N/A
67|An approach to model{A good way to obt{Fernandez E.B| 207 1 [procectines oftne 2011 sth nternationsl Conference on Availabilty. Reliabilty and Security, ARES 2011 Y Model-based secure an{Security patterns, misuse p|Authorization, RBAC N/A N/A Confidentiality, integrity, availability, availability Threats, misuses The number of threats handled|UML MDA, model driven N/A Any Software developer N/A N/A
68|An architecture for se{The vision of Ambi{Serrano D., Ma| 2009|Advances in Soft Computing 51 Y N/A N/A N/A N/A N/A N/A N/A Model driven N/A Development—time, |Software developer An infrastructure for the dev ts
69|An architecture—centri| Today, software sgBunke M., Sohr] 207 1 |rccurtetes n comuterscince (neisang subsres Lecture Notos n Al Ineligonce nd Lecture Noes n Barfomice) |52 1cs Y detect security patterndSecurity patterns Single Access Point N/A N/A N/A N/A N/A Resource Flow Graph (RFG) |Any Case studies (def{Maintenance, evoluiSoftware developers a reverselehgineering tool-suiN/A
70|An aspect—oriented ap|Security is a very {(Mouheb D., Tal| 2009 .f 8 Intematonal Coference on New Trends n Software Methodolgis Tooksand Techriaies, SoMeT.03 Y Aspect—Oriented Appro{Security (hardening) patterSecure Connection N/A N/A N/A N/A N/A UML, OCL Model driven, aspect—orientation Case study, expe|Design, implementalSoftware designer, developer Security Hardening UML Prof|N/A
71|An aspect—oriented ap|Security is a very {(Mouheb D., Tal| 2009 |Frontiers in Artificial Intelligence and Applications | 199 1]Y* 70
72| An aspect—oriented apl|In this paper, we piMourad A., Layv] 2008 |Computers and Security 2742433 Y aspect—oriented approa{Security (hardening) patterSecure Connection, Add Access|N/A N/A authentication, authorization,[donfidentiality, availability, non—repudiation |(Vulnerability and attack) N/A AspectC++ (and Hardening Pla|Any Case study, expe|lmplementation Software developer AspectC++ N/A
73|An aspect—oriented ap|Affecting multiple gAlebrahim A., T 2012|CEUR Workshop Proceedings 855 Y Security pattern applicd Security patterns (especial|RBAC N/A No NAA Confidentiality —> Unclear? N/A N/A Problem Frame Model driven, Problem Frame, Aspec]Case study (Illust Requirements engin|Requirements engineer N/A N/A
74|An attack scenario bagThis paper present/He K., Feng Z.,| 2008 ings - nternati ium on Computer Science and Gomputational Technalogy, ISCSCT 2008 1 Y Security Testing Security patterns, attack pdGenerate Random ID, ImplementGuess ID and Password, Dictionary Attack, il Yes Seeurity patterns-mitigate Attackpd Confidentiality STRIDE categories for threats, attack sequece [N/A Extended Activity Diagram (EAAny Case study (Illust{Design Software developer N/A N/A
75|An engineering procesySecurity engineerirBouaziz R., Kal| 2013 [proceedinss ofthe verkshop on Enabiing Technologis: Infrastruture for Galaborative Enterprises, WETICE y engineering process, corsecurity patternn RBAC N/A N/A N/A N/A N/A UML SCRIP Example Design, implementatsecurity component specialist, designer |ATL N/A
78|An experience report dNowadays enterpri|Alakiila M.—L., | 2015|Lecture Notes in Business Information Processing | 235 y business process compl{risk—oriented patterns Securing data fromldauthorized [N/A N/A N/A N/A N/A UML BPM Case Study ? BPMer? N/A BPM
79|An exploratory compar The software archilNoé&l R., PedraZ 2014 [cmst 2014 Procesdings of the 17th bero-American Gonference Softvare Engineering y architectural tactics security architectural patte|Digital sign etc (digital sign, auth{DoS etc. ( DoS, parameter modification, bull{N/A N/A N/A N/A N/A architectural tactics experiment & hygN/A architect N/A N/A
An ontological interfac{In the software de\El Khoury P., M 2008 [Procecdings - itemational Workshop on Database and Expert Systems Applications, DEXA y 81LIFIXEIL. F=1=LE Isecurity pattern Input validation and representati{N/A N/A N/A SQL injection, XSS, buffer overflow N/A OWL N/A N/A design Designer N/A N/A
An ontology—based apfUsually, the securifGuan H., Yang [ 2016 |International Journal of Automation and Computing y A b —R—XMD+z{security pattern N/A N/A STRIDE N/A OWL N/A N/A Architecture, desig security pattern search engin|N/A

Applying information rgldentification of sy{Changadwech { 2016 |Lecture Notes in Engineering and Computer Science y Y al) T 4/33—> hsecurity pattern reference monitor N/A N/A N/A N/A N/A UML use case description N/A Example Design Designer N/A N/A
Applying security pattdToday’'s systems r{Bouaziz R., Co 207 2 |- s s samosim simmmesseomes s ovewcnn y UML profileZFl| FBL f=Hsecurity pattern active replication N/A N/A N/A N/A N/A UML profile N/A Case study Design Designer N/A N/A
ASE: A comprehensivellncorporating secufUzunov A.V., F{ 2015|Computer Standards and Interfaces y pattern drivenD A% |security pattern % #1 Remote authenticator/autiN/A N/A N/A % # Is not mentioned clearly in paper. N/A UML N/A N/A example analysis and design |designer N/A distributed systems
Attack surface reducti|During the design qdSteinegger R., { 2014 |szourware 2014 -sth interationsl Gonforence on Emerging Security Information, Systems and Technologies Y Attack Surface Reducti{authorization patterns RBAC, ABAC None No Not Specified None Num. of Attack surfaces UML None Case Study Design Developer None Web apps
100|Automated security se|Today, there is a h/Warschofsky R| 2011 [proceedings - 2011 EEE 9th Intemational Conference on Web Services, ICWS 2011 Y Security Service Orche{Design Identification and authentication|None Comparing several identity management|Not Specified None None Form (UML use case + system|SOA Example Design Developer None SOA
101|Automated verification Software security iDong J., Peng ] 2010|Information and Software Technology 52 3lY Security patterns comp{Design Secure Pipe pattern, AuthenticalNone No Not Specified None None CCS (a process algebra) None Case Studies Design Developer a CWB-NC model checker |[Not specified
103|Behavioral singletons t|Secure systems arfGunawan L.A. | 20712 [-ccur tewsn comuterscience tnoudng subsercs Lecturs Notes n At Intelgence and Lecure Notes n Bonfomates) [172 s -
104 |Best—practice patterndThis paper present| Tatsubori M., I 2004 [Proceedings — IEEE International Conference on Web Services
106|Building a security refd Reference architeqFernandez E.B| 2016|Requirements Engineering 21 21Y Developing a meta—mod|Design Secure VMI Repository, Secure |Malicious virtual machine migration process |Yes, misuse to security Not Specified Elements in misuse and security patterns None UML None argumentation [Design Developer None Cloud
107|Building high assurancdBuilding high assuriRimba P. 2013 |Proceedings - International Conference on Software Engineering Y Integrating patterns of dDesign Secure Logger None No Not Specified None None Not Specified None None Design and ImplemdgDeveloper SAM modeling tool, SPIN Not specified
109|Building secure systen]We present an app|Fernandez E.B| 201 1 |Procesings - Intemational Conference of the Chilean Computer Science Society, SCCC Y None _Not Specified None None UML None None Developer None Not specified
110|Building secure web syl Software patterns |Fernandez E.B| 2015 |scur ot comutorscence tnohing subsrios Locur Notes n At Intaigence and Lectur Notes n Bontomtics) | 9418
113|Challenges for a formal|To arrive at such gBayley 1. 2014 |Cyberpatterns: Unifying Design Patterns with Security and Attack Patterns Y Comparison of several t|design, attack, security structural patterns suh as passwNone Yes Not Specified None None Formals such as Z notation None None Design Developer None Not specified
114|Characterizations and |Very often in the s|Slavin R., Shen| 2012 [2012 2nd EEEE itemational Workshop on Requirements Patterns, RePa 2012 - Proceedings Y Formatting security req/Requirements Perimeter security: the Maginot |None No Not Specified None None Form None None Requirements Developer None Not specified
116|Classifying security pajPatterns combine §Fernandez E.B| 2008 | cur et in comstersconce tnohing suberios Locur Notes i A Intalgence and Lectur Notes in Bonfomatics) [176 s Y Classifying patterns for [Analysis, Design Identification and AuthenticationNone Yes Not Specified None None UML None None Design Developer None Not specified
119|Composing Patterns tdBuilding secure apgRimba P., Zhu | 2015 |Proceedings - 2015 11th European Dependable Computing Conference, EDCC 2015 Y Composing patterns andDesign, Security pattern Authentication enforcer, Bucket|None No Not Specified None None Serscis Access Modeller (SAM|None Case study Design, Test Developer Assurance case, Binary DecigNot specified
120|Conformance checkinglSecurity design palAlzahrani A.A.H 20152015 world Congress on Information Technology and Gomputer Applications, WCITCA 2015 Y Formal notation for patt|Security patterns (Design p|Single Access point pattern (SA|None No Not Specified None None Codecharts, LePUS3, first orddNone Example Design, ImplementalDeveloper TTP Toolkit verifier Java Authentication and Authorization Service (JAAS)
121|Connecting security re|Existing approache|Schmidt H., Jil 201 1 |recur tetesin comutersconce tnohing suberios Locur Notes i At Intalgence and Lectur Notes n Bonfomaics) [011 s y pattern—oriented approdsecurity requirements analylSymmetricEncryptorDecryptor pattern y CI No UML N/A case study analysis and architd software engineer UMLsec N/A
124|C—SCRIP: Collaborativ{Collaboration is theBouaziz R., Kri{ 2015 |international Journal of Information Technology and Web Engineering[ 10 1 _
128|Dealing with security r{Security has been |Li T., Horkoff J| 2014 |-cur tetsin comuterscence tnohing suberios Loour Notes i A Italgsnce and Lectur Notes n Bonfomatice) [0 s y proposes a three—layer |security pattern cryptographic control, access cdNo no CIA No no goal modeling Goal oriented case study (smaranalysis analyst original prototype tool N/A
130|Defining security archi{Recently, there hajRosado D.G., G 2007 |secur tetes n comtor seence (nohing suseries Loour Notes i A Intagsncs nd Lecture Notes n Bonfomaes) [+77115 | PART 3 | y/ propose a viewpoint acdSecurity Architecture PattdN/A N/A no
131|Defining viewpoints for|For decades, the s{Rosado D.G., G 2006 |SECRYPT 2006 - Intemational Conference on Security and Cryptography, Proeedings
134 |Designing secure SCAI Critical infrastructiFernandez E.B| 2010 |Proceedings of the Annual Hawaii International Conference on System Sciences y proposes a method to c{security pattern RBAC, authenticator, logger, aut|physical, wrong command, malicious alteratidno ac~ INone  Ino UML original no analysis and design no SCADA System
136|Developing a security Application develogGymnopoulos I| 2006 |5th European Conference on Information Warfare and Security 2006, ECIW 2006 y construction of security|security pattern authentication, encryption usage, self—protected application, patching, and logno N/A template, structured N/A not yet design and impleme no N/A
139|Development of applic{Current approache|Serrano D., Rul 2009 |Proceedings - 2009 2nd International Conference on Dependability, DEPEND 2009 X 17 EAPEFE D 1=dsecurity pattern unclear no ? ? no case study (protdimplementation ambient intelligence
140|Do security patterns rdSecurity patterns 4Yskout K., Scall 2015 |Proceedings - International Conference on Software Engineering 1 evaluates usefulness of [securitypattern 36 patten catalog ({§ll : encrypted storage) yes depending on the patterns CIAA (confidentiality, integrity, availability and gNo. covered misuse cases UML N/A yes design software developer eclipse—based Papyrus UML ¢N/A
141|Does organizing securi{Security patterns Yskout K., Sca) 2012 |Proceedings - International Conference on Software Engineering EEBOFEX )TN I—VITAERTHEST /T—aVEFELT. EXa ) T4\ 3= DEIRERIETHEEREL TS 7/ T—av AN EERICEYBESNILEMR /N I—ZFDLDERREL TG =6 . No&HITE,
142 |Early security patterngSecurity engineerirlGandhi R.A., R4 2012 [2012 2nd EEE intemational Workshop on Requirements Pattems, RePa 2012 - Proceedings Y formal modeling of regul|security pattern N/A N/A no validation using visualization N/A N/A formal modelimg N/A not yet design N/A Alloy N/A
148 |Effective security impgUnlike functional iOkubo T., Kaiyq 2011 [procecnss ofthe 2011 6th nternationa o on Availabilty. Relability and Security. ARES 2011 y propsed a security impalsecurity requirement patterjanti CSRF pattern yes any no misuse case, threat tree, mal aN/A case study(iTrustrequirement analysi|software developer no N/A
151 |Elements of applicatior]Cloud services canMathew G. 2012|2012 IEEE Conference on Open Systems, ICOS 2012 Y security patterns in cloySecurity patterns, misuse p|front—gate pattern, unified functiimproperly configured redirector no Confidentiality N/A N/A N/A N/A N/A Design Security specialist, software designer N/A N/A
152|Eliciting security requirIn previous work wiBraz F.A., Fern| 2008 |Proceedings - Intemational Workshop on Database and Expert Systems Applioations, DEXA Y Security analysis with n{Security patterns, threat, |as examples, RBAC, event logginillegal money transferring Yes confidentiality,integrity, availability, and accountability Some example threats are shown. N/A UML methodology N/A Requirements, Anal{Security specialist, software engineer N/A
153|Embedding security pajlncorporating secuiSolinas M., Fer] 2009 |Proceedings - Intemational Workshop on Database and Expert Systems Applioations, DEXA Y Methodology using secu|Security patterns Authorization pattern N/A no confidentiality,lntegrity, availability, and accountability N/A N/A UML N/A N/A Requirements, Anal{Security specialist, software engineer N/A N/A
155|Enforcing a security pgPatterns are usefu|Yu Y., Kaiya H.] 2008 |Proceedings of the ACM Conference on Computer and Communications Security Y security requirements p|Security patterns RBAC (as an example) N/A(only attack scinario) no Confidentiality N/A? social level vulnerability based on na atta{N/A i i* base method N/A requirement designer, analyst i* + manual N/A
156 |Enforcing security in siProviding context—{Khoury P.E., By 2009 |International Journal of Smart Home 3 Z_Smart home security |Security patterns Authrization N/A no Confidentiality N/A N/A UML N/A N/A(implementat|Design and ImplemgDeveloper N/A XACML(Web service)
160|Enhancing model drivelSecurity requiremegKatt B., Gande| 201 3 [-cur totssin comuteroence tnohing stseres Loctrs totes n Aol ntlance and Locture ot n Boinfanaes) |5t 4> y Security MDD using security pattern non—repudiation N/A no Confidentiality, inon—repudation N/A N/A UML MDD N/A Design designer yes Web services
161|Enterprise assets secuOne of the highest|Supaporn K., P| 2007 |Proceedings - Asia-Pacific Software Engineering Conference, APSEC y security patternf\iSsec|security apttern Security pattern®fi% N/A no Condentiality, integrity, availability N/A N/A N/A N/A y (case study) |requirement analyst N/A N/A
163 |Enterprise security pafTo secure their infiMoral-Garcia § 2014|Computer Standards and Interfaces 36 4_enterprise security patt{security pattern secure SaaS N/A yes Confidentiality Yes N/A digagram MDD N/A development designer, analyst N/A Cloud
164 |Enterprise security pafln recent years, mqMoral-Garcia S., Morg Security and Communication Networks 7] 11]Y enterprise security patt{security pattern SECURE EXTERNAL N/A no Confidentiality, integrity and availability no N/A digagram MDD N/A development designer, analyst N/A EA
166 |Evaluating the implicat|Security patterns gFaily S., Parkin| 2014 |Cyberpatterns: Unifying Design Patterns with Security and Attack Patterns y security pattern and att{Security patterns, attack patest foetprinting(<{— attack patte|Test Footprinting attack pattern yes Confidentiality, Accountability yes N/A diagra, KAOS CAIRIS NAA Example (weDesign designer CAIRIS tool N/A
168|Evaluation of the Pattd Context: Security i|Abramov J., St 2012]|Information and Software Technology 54| 9ly pattern based devepopnsecurity pattern RBAC N/A no Confidentiality N/A UML+OCL original method, Application—based (case study, co|Design DB Designer NAA Security Modeling Tool ({DBMS
169 |Evaluation of web appl{ The application of {Dalai AK., Jen{ 2011|ACM International Conference Proceeding Series clastification of security|Security patterns<+ vulner: Confidentiality, Integrity, availability design, analysis<Z%
170|Evolution of the MTA 4As the Internet ma/Hafiz M., Johnd 2008|Software — Practice and Experience 38| 15 atterns in MTA<patter Compartmentalization, Distribut Confidentiality<availability D & & & TO 2 M 5> implementation<arc|Developer(designer Cl&::- ?)
171|Exploring information s|Joining up service |Van Veenstra | 207 1 [ tonsn comerssence tobingatueios ocure Notos o At nenco mdLactre Notos s Bonformsis) [
172|Extended software arc|One of the major a|Savié D., Simié| 2010|Informatica 21 2|y 3BTV —xTHUFvIZsedsecurity pattern Single Access Point pattern, RB{N/A no Confidentiality N/A N/A UML N/A y (case study) |design designer N/A Java
175|Facilitating the use of |Trusted platform mGiirgens S., Ru| 2007 [Proceedings - intemational Workshop on Database and Expert Systems Applications, DEXA security patterns in Tru|security Patterns, dependalfN/A N/A no N/A no N/A Original modeling notation like {development using TPM no development and at|PC, LAPTOP, PDA, cellphone no TPM
176|Facilitating the use of |Trusted platform mMufioz A., Maiig 2071 1 [ecur tewsn omuterscience tnoudng subseries Lecturs Mot n At Intetgence and Lectre Notes  Bonfomates)[oms e Same as that of 175
178|Finding security bugs ifWe propose a specNear J.P., Jack 2016 |Proceedings - International Conference on Software Engineering |-~ m security bugs in soruce |Security Patterns access pattern(ownership, publidas pattern violations no N/A as pattern violations N/A formal modeling for alloy N/A Yes static check developer SPACE(Security Pattern Che|Ruby
179|Framwork for informatiEstablishing an infd Ruamjinda P., H 201 3 proceecings ofthe € international Conference on Software Engincering and Service Sciences. I0SESS Y Security document retrifsecurity Patterns No(cite patterns of book “integriN/A Yes N/A no N/A structured N/A Yes ? security policy maker Yes ?
181|From security patterndSecurity Patterns {Horvath V., D6| 2008 |proceedings - International Conference on Software Engineering SESS2008 Y Security Patterns Mode|Security Patterns Information Secrecy, Secure ColN/A no N/A => eavesdrop no N/A petri nets model driven dev. no design—implimenta{developer Yes multi—agent system
187|Growing a pattern lang|Researchers and p|Hafiz M., Adam| 201 2 s entor - ruceeie o s smomio o s e bt s et on mosmnsnd st Y Pattern language for se{security patterns ACCOUNT LOCKOUT,ANONYM|no Yes N/A N/A N/A Hierarchical Scheme N/A no N/A Pattern User no N/A
190|Identification and impldIn the developmeniDikanski A., St 2012 |seourware 2012- eth internationsl Gonference on Emerging Security Information. Systems and Technalogies Y implementation of security patterns using spring sedauthentication information, user [no no N/A no no UML, XML spring security no design, implimentati{developer Yes spring framework
192|Identifying and implemqToday’s software sPatu V., Yamar 2013 |procecsings - t6th et inrnationa contorence on Computationl Science and Engincerng, OSE 2013 Y security assuarance, clgsecurity patterns no no yes _yes no D-Case diagram no no developer no no
195|Implementation of patt{ SQL Injection is a {Patel N., Shekd 2015|Procedia Computer Science 45|C |m detect SQL-Injection prjattack pattern N/A attack pattern(type) [tautology,logically incoino N/A yes no N/A using sql Yes sql design sql designer Yes no
196 |Implementation suppor Security patterns 4Yoshizawa M., | 2016 |Information (Switzerland) 7 2lY developmemt and test Usecurity patterns Password Design and Use patterno no N/A no no UML, OCL model-based testing, test—driven de\Yes requreiment, design/developer Yes no
197|Improving security des|Following the succ{Edge C., Mitrop| 2012|Proceedings of the Annual Southeast Conference Y implementation of secur{security patterns authentication enforcer, authorizno no N/A no modularity UML aspect oriented Yes design, implementat|/developer no no
198|Improving the classifici There are a large nWashizaki H., F| 2009 |Procecdings - intemational Workshop on Database and Expert Systems Applications, DEXA Y classificaiton of securitysecurity patterns authorization, RBAC, session—bano Yes N/A no no UML no Yes example analysis, design Pattern user no no
200|Integrating security pajThe increasing aut{Netter M., Perr| 2009 [Proceedings - intemational Workshop on Database and Expert Systems Applications, DEXA Y electronic invoice, seculfsecurity pattern Authorative Source Of Data, Cli{no Yes confidentiality, integrity, availability, authenticity, non—repudiation, accourno no security pattern classification {n/a no requirement developer no no
201 |Integrating security pajSecurity patterns Li T., Horkoff J| 2014|Lecture Notes in Business Information Processing | 197 Y security patterns, integrsecurity patterns 68 security patterns, ex. Intrusiolapplication integrity, data confidentiallity no integrity, confidentiallity no no Contextual Goal Modeling Langn/a no => example |requirement developer Yes, the tool “"MUSER” is usgno
213|Measuring the level of |It is possible to regFernandez E.B] 2010 [ARES 2010 - 5th International Conference on Availability, Reliability, and Security Y security measurement, {security pattern attacks to an OS file, a DBMS rdmisuse patten, threat pattern, attack patterryes N/A no Yes ﬁno no design developer no no
220[{Model checking securit| Security patterns ¢(Dong J., Peng ] 2007 |Proceedings = International Conference on Quality Software _
221|Model-driven security | The spread of operlShiroma Y., Wa| 2010|ARES 2010 - 5th International Gonference on Availabilty, Reliabiity, and Security Y model driven developme security pattern _no no confidentiality no no UML n/a yes _developer _no
222|Model-driven security |[Model-Driven SecyNguyen P.H., KI 2014|ACM International Conference Proceeding Series Y security designlphtterngsecurity pattern no no no n/a no no UML n/a no design developer no no
223|Modeling and applying {Security patterns HLi T., Mylopoul¢ 2014|CEUR Workshop Proceedings 1157 Y security pattern, Conteysecurity pattern Authenticator no no n/a no no UML n/a no design, requirement|developer, desinger no no
224|Modeling and performa| The problem of eff{Dai L., Cooper | 2006|Science of Computer Programming 61 1Y A security attribute, security patterns data origin authentication (exam|no no integrity, confidentiality ({<—— authentication pattern) no no UML, FDAF (Formal Design An|aspect—oriented yes design, analysis designers, analysts Aspectd, ArgoUML, FDAF todno
225|Modeling design patteriDesign Patterns cqAsnar Y., Paja | 2011 |beiing daxue Xuebao (Ziran Kexue Ban)/Acta Scientiarum Naturalium Universitatis Pekinensis Y Formalize design patterfEU SERENITY Security andSP1. Proof of Fulfillment for no no non—repudiation no no Tropos SI*, OWL-DL, SWRL, Sno yes design designers Protege no
226|Modeling misuse pattefSecurity patterns §Fernandez E.B| 2009 |Prossedings - Intemational Conference on Availabilty, Reliability and Security, ARES 2008 Y Introduction of misuse pattack patterns, security pano Yes. misuse patterns(DoS, Theft of Service)|Yes availability yes no Misuse Pattern Templates no no During design and a|designers, evaluators no no
228|Modeling secure systefln this paper we dgMouratidis H., | 2006 |international Journal of Software Engineering and Knowledge Engineering 3lY Uses the Tropos metho{security patterns Agency Guard, Agent Authenticdno yes integrity, availability, privacy no no Tropos agent—oriented software engineering |yes requirements analygdevelopers no no
229|Modelling and performgThe problem of eff{Cooper K., Dai| 2005 ings ofthe 2005 International C on Software Engineering Research and Prastice, SERP'05 2 Y same as 224
231 Modelllng Security patt] While many theoreiWeiss M. 2006 |Integrating Security and Software Engineering: Advances and Future Visions _
233|Moving from requirem¢ Since the emergen|Halkidis S.T., C| 2009 |-sure tetes n Gomter since trohins stseres Lecturs tesin A nstgence s Lecure otos n Baiformaics) |11 [PART 2 | Y/ Examine a case study tdsecurity patterns Secure Proxy, Intercepting Valid|no (but several misuse “cases” are shown) |no confidentiality, integrity yes no no no no design designers no no
234|New Approach Targetilln this paper, we a{Mourad A., Otr{ 2011 |Information Security Journal 20|42465)Y Propose a new approaclsecurity patterns User Authentication, Service Ac|no no no no no natural language, SHL (with no|AOP (Aspect—Oriented Programming|experiment design, developmenisecurity experts, developers Aspectd no
235|0n building secure SC/Critical infrastructyFernandez E.B| 2009 |ACM International Conference Proceeding Series Y Use security patterns a{security patterns Authorization, RBAC, Multilevel {no no no yes no UML (usually class diagrams afno no design designers no no
236|0n the description of §Security patterns (Bunke M. 2014|ACM International Conference Proceeding Series Analyze description sec|security patterns no no no no no no natural language no no N/A pattern users no no
238|Organizing security paiEvery empire, aftefHafiz M., Adam| 2007(IEEE Software 24 41Y Propose a proper pattensecurity patterns Authenticator, Authorization, Ch|spoofing, tampering, information disclosure, dyes confidentiality, integrity, availability spoofing, tampering, information disclosure, denial of service, elevation of privilldnatural language, pattern langulno no all architects, designers, developers no no
240|Pattern qualifications 4Current system se{Dove R. 2010 [Proceedings - International Carnahan Conference on Security Technology natural language, SysML<natu N/A<systems engineers, security engineer
241|Pattern—based security The increasing ratd Rrenja A., Matly 2015|Lecture Notes in Business Information Processing | 235 agent—oriented information and enteryes<validation 3{N/A<security requi
242|Patterns and pattern dAccess control is gFernandez E.B| 2008 |-scur totesn comtorscince tnotins susris Locuro otos in il Instsn andLocturs Notas n Bonfomtcs) |15 s Y Use pattern diagrams, wsecurity patterns Access Control Patterns:Basic Ano yes no no no pattern diagrams (original), UM{MDD (Model-Driven Development) |no design designers no no
247 |Patterns for security aAn ecosystem is thFernandez E.B| ### |2nd International Workshop on Evolving Security and Prly 95 RR—ZXM I JSecurity Pattern Access control => cloud access |N/A no => partially yes confidentiality and integrity no N/A UML N/A ? No Design Service provider ? N/A N/A => cloud—based ecosystem
249 |Patterns transform ardSoftware patterns |Hafiz M., Adam| ### |Proceedings — 9th Working IEEE/IFIP Conference on So X a) T4/ \3—>2 | security patterns securiy pattern T—JILIZTHEE no confidentiality, availability, integrity yes N/A N/A N/A no development and atiprogrammer N/A N/A
252|Practical policy patter|The paper attempt| Thomsen D. ### |CODASPY'11 — Proceedings of the 1st ACM Conferencly |
253|Preliminary evaluation [The importance of|Hazeyama A., { ### |Studies in Computational Intelligence #i | VIR 7EXa)T4IN/A N/A N/A no N/A N/A N/A N/A N/A no N/A N/A N/A N/A
254 |Preventing and unifying This is a long abstrlFernandez E.B| ### [Proceedings of IEEE International Symposium q2016—M{y Cyberphysical system)Security pattern Thread model threat no Not specified None N/A N/A N/A no N/A N/A N/A N/A
256|Privacy patterns for oA proper security §Romanosky S.,| ### |PLoP 2006 — PLoP Pattern Languages of Programs 200y 7Y —E XIZHIFB|privacy pattern registration, input personal inforfN/A no confidentiality, availability, integrity N/A N/A N/A N/A no N/A N/A N/A N/A
257|Problem—oriented secySecurity is one esgAlebrahim A., H ### |ACM International Conference Proceeding Seri09-13-dy EERERRREIDET ILYE|Security pattern N/A problem pattern no Not specified no N/A UML n/a no Design N/A N/A N/A
270|Quantitative evaluatio The importance of |Halkidis S.T., C| ### |Lecture Notes in Computer Science (including [4277 LNy Using Fuzzy modelto  |security pattern Intercepting Validator, Guard of |attack pattern (STRIDE) no confidentiality, availability, integrity no Fuzzy methodology N/A N/A STRIDE ,examina|N/A N/A N/A N/A
271|Realizing model driven|The growing populdHafner M., Bre| ### |Lecture Notes in Computer Science (including [3713 LNy D xJH—E Z|-BlF 8 security pattern Web-serviees Unclear no no Netspeeified Confidentiality, Integrity, NonRepudiation no N/A UML, fomal modeling, Web Ser{N/A Model driven architecture no N/A NAA-Developer N/A NAA, Web Service
272 |Refining the pattern—bjAlmost every comfNetter M., Fern ### [ARES 2010 — 5th International Conference on Availabili TEICBITAEFES e—invoice system<Secure Com confidentiality, availability, integrity, authenticity, non—repudiation, accounno?
279|Reusable formal model|Formal modelling t{Heyman T., Sc{ ### |Proceedings of the 2012 Joint Working Conference on modeling and verifying o/security pattern Audit Interceptor, Authenticationo feasibility, usabilifanalysis<+designer>|service provider?<designer>
280|Revisiting architectura|Architectural tacti{Fernandez E.B] ### [Lecture Notes in Computer Science (including | ##] Y X2 T 4K %E 5 F8|securityi pattern N/A four attacks (detect, stop or mitigate, react,|no N/A no N/A N/A N/A N/A design N/A N/A N/A
281|SCRIStUDIO: A securi{Security issues ardBouaziz R., Kal ### [2016 International Conference on Information Technolo{Y X a)T4/\3—>2 H Ysecurity pattern N/A N/A no N/A no UML N/A N/A design, coding programmer N/A N/A
282|SeCMER: A tool to gail This paper present|Bergmann G., N 207 1 [recur i n comuorsoionce (nehsdns ubsoris Losuro Notos n At ntligsnce and Lecturs Notos n Bainfomios) |15 s
285|Secure component bagSecurity patterns dBouaziz R., Col 207 2 [ rwmrcrmimmtmmemsmmmones e ot i MDE process to develogsecurity patterns Authorization pattern, RBAC N/A N/A Integrity, and confidentiality N/A N/A UML MDD + CBSE N/A => case studDesign developers N/A N/A
286|Secure engineering anqThis paper present|Ruiz J.F., Arjon| 2013 [Proceedings - 2013 international Gonference on Availabity. Reliabilty and Security, ARES 2013
289|Securing analysis pattdOne of the latest wFernandez E.B| 2007 |Proceedings of the Annual Southeast Conference | 2007 y A way to use security p|security patterns Anaysis Pattern, Authentication|[No No Integrity N/A N/A UML Not specified N/A _Developers N/A N/A
290(|Securing distributed sy|Driven by expandinUzunov A.V., F{ 2012|Computers and Security 31 5 Survey of the state—of—|security pattern N/A No CIA N/A Y? Not specified Not specified No Not specified security pattern community N/A Not specified
y
292|Securing web applicati{Some of the most [Sohn J.—W., Ry| 2015 [Procecdnss - 10th intemational Gonference on Availabiity, Reliabiity and Security, ARES 2015 y This paper examines thdsecurity patterns intercepting validator input validation—related attacks such as N/A avalability improper input validation (such as SQL injection and XSS) text N/A Yes (case study)|design, implementat/developer N/A PHP
293|Security and dependaljAmbient Intelligenc|/ Armenteros A.| 2009 |iceis 2009 - 11th intemational Conference on Enterprise Information Systems, Proceedings [ISAS _
295|Security design patterSecurity design pallLaverdiére M.—| 2007 |Canadian Conference on Electrical and Computer Engineering y To evaluate the current|security patterns Single Access Point, Protected {N/A Yes Integrity N/A Yes({This study measured gality UML N/A Yes N/A Pattern community, developer N/A N/A
298|Security modeling for 4Security is one of {Memon M., Meqf 2014|Software and Systems Modeling 13 2ly Applying SECTET framesecurity patterns RBAC, Context—aware Access c/None ves Confidentiality, integrity and availability no no UML Requirement analysis, design yes(case study) |design designer yes (UML based tools for codWeb Services
301|Security pattern evalu{Current Security P Duncan 1., Muijif 20714 [processings - tee stninernationai symposium on Service riented System Engineering, SOSE 2014 y Proposal of a dynamic t|security patterns N/A N/A Yes Confidentiality N/A N/A Not specified Proposal of a dynamic testbed syste{N/A N/A Developers N/A N/A
302|Security Pattern LattiqExcept for some w{Sarmah A., Haz 2008 [proceedings - intemational Workshop on Database and Expert Systems Applications, DEXA y Proposal of a formal mo|security patterns AUTHENTICATOR (LOGGER), AN/A Yes integrity, confidentiality N/A N/A Text, formula SPL N/A N/A Pattern community, (developer?) N/A N/A
303|Security pattern minin{ Organizations havgMoral-Garcia § 2011 s of the 8 Securiy n Infomaon Sysems WOSIS 2011in Oonjuncton wih IGEIS 2011 integrity<Confidentiality, Integrity, avairability M Bl [Z k>N TLVD LS Yes (Systematic
304 |Security patterns and |Patterns encapsuldFernandez E.B| 2009|Advances in Information Security 45 CANJLEA>For applications: N/A N/A Not specified{methodology D I8 H [&
305|Security patterns and |Purpose — The pur|Rosado D.G., @ 2006 |Internet Research 16| S|y Linking security requirersecurity pattern Audit interceptor, Secure logger,|denial-of-service Yes all not specified no UML Not specified yes(case study) |design developer(designer?) none no
306|Security patterns and |Analysis and desigFernandez E.B.] 2007 oot tosen comarscince irebing tseres ectrs Notos n A nslgonce ndLecturs Nots n Bnformt) 740U Same as 307
307|Security patterns and |Analysis and desigf{Fernandez E.B| 2007|Proceedings of the Annual Southeast Conference | 2007 Same as 306
311|Security patterns meejAgent Oriented SolMouratidis H., | 2005 |rccur tetes n computerscience inciuang subseres Lecture Notos n Al neligence and Lectur Noes n Barfomice) 171 1cs
312|Security patterns mod{Pattern—based dev]Hamid B., Girg 2016|Innovations in Systems and Software Engineering | 12| 2|y? ~ [Security patterns mode|Security pattern N/A => Secure Communication [N/A N/A N/A => data authenticity N/A N/A Formula N/A => MDE (Model Driven Engineer|Discussion => exdAlgorithm => design|Security system developer N/A N/A
316|Security patterns: A m/As the Internet, int]Yoshioka N., H{ 2004 |Proceedings - IEEE Intemational Enterprise Distributed Object Computing Workshop, EDOC
317|Security patterns: ConfAddressing the chgNhlabatsi A., B{ 2010|software Engincering for Secure Systems: Industrial and Research Perspectives
319|Security solution framqgThe design of an ajlUzunov A.V., F{ 2015|Computers and Security 55
320|Security, privacy, and {Security, privacy a|Busnel P., Giro| 2070 |rcur totes n computor science (nciusng subseres Lecture Notos n Al Ineligence and Lecturs Notes n Barfomice) {515 1cs
322|Selecting proper secur|Over the last few yHasheminejad { 2009 ings = 2009 nternational G on and Software Engineering, GISE 2009 Selection of security patterns
323|Selecting security patt/Over the last few yWeiss M., Mour| 2008 |Proceedings of the 16th EEE intemational Requirements Engineering Conference, RE'08 Same as 322
324|SERENITY Aware Sys{Traditionally, secuqSerrano D., Ma| 2009|Advances in Information Security 45 Designing by using seculsecurity and dependability (N/A N/A N/A N/A N/A N/A N/A model—driven N SERENITY Run-—time Framew|N/A
325|SERENITY pattern—baiMost of current mgSanchez—Cid F| 2008 [Proceedings - intemational Workshop on Database and Expert Systems Applications, DEXA
326[Software engineering t|{The realization of §Sanchez—Cid F| 2006 - er sesere-srmsisdsn st otsree e s st s o0 01 present a conceptual m{security and dependability (N/A N/A N/A N/A N/A N/A N/A model—driven Case study Implemention Regquirement analyst SERENITY Run-time Framew|N/A
327|Software secure buildifAn application incl|Solinas M., Ant| 2013|[IEEE Latin America Transactions 11 1
330|Standardising business|In the light of recelTryfonas T., Kg 2008 |Computer Standards and Interfaces 30| 4|Y the use of security patt{Security patterns audit pattern (account, password config., session, access, employee, license, §Yes (Fig. 1) Confidentiality, integrity, availability (especially integrity) N/A N/A UML N/A N/A Implemention System administrator (ro auditor) audit automation N/A
331|Structural analysis of §We investigate intuAlzahrani A.A.H 2014 [procecings - £ stn nternational Symposium on Serviee Oriented System Engincering, SOSE 2014 Y? the check point security Security patterns Check Point security pattern Yes N/A N/A N/A Codecharts N/A N/A Analysis or Design |Security specialist use Two—Tier Programming kiiN/A
335|Supporting security se|Security is an impqBabar M.A., Wa 2005 |rccure s comuarscinoe tnebing sbseres Loowre Nots n Al nalono and Lastrs otes n Bainfomatee) |71 s Y Security in architecture|Security patterns —roles, session, limited view, full view errors, s|Yes N/A N/A N/A N/A N/A case study architecture Software designers N/A N/A




338|Technical patterns for|An increasingly largPorekar J., Salf 2009 [Proceedings of the 3rd International Gonference on Digital Society, ICDS 2009 Y long term archiving secUSecurity patterns generic solution patterns no Yes integrity and authenticity N/A N/A N/A N/A case study Analysis Security specialist N/A N/A

339|TESEM: A tool for veri|Because software |Kobashi T., Yog 2015 [ros e stn nternational Gonference on Sofware Testing, Verication and Validation, ICST 2015 - Proceedings a testing tool of securityboth Security Requirement patterns |—f%H4 No N/A N/A N/A OCL, UML N/A experiment(exerc|Requirement or arc|Software designer model testing tool N/A

340|The credentials patteriln this paper we dgMorrison P., Fe| 2006 [PLoP 2006 - PLoP Pattern Languages of Programs 2006 Conference Proceedings Y the credentials pattern |Security patterns credentials patterns No availabliity tampering or disclosure N/A UML N/A Example architecture Software designers N/A N/A

341|The history—based aut|We propose a secuCiria J.C., Dom| 2014|ACM International Conference Proceeding Series |-+ Y The history—based auth{Security patterns Authentication patterns None Yes Confidentiality, availability, authentication N/A N/A UML N/A Example Operation and main|seivice provider N/A N/A

342|The ISDF framework: I{The rapid growth olAlkussayer A.,| 2009 |Communications in Computer and Information Science 36 Y integrating security patt|Security patterns (and attal —fi% B4 Yes Confidentialy, integrity N/A N/A ISDF N/A Example Requirement, archit|Software designer, software developper |N/A N/A

343|The nature of order: Fi[¥#)Ek1E#HRH Y FHHafiz M., Adam| 2012 [z - rceess ot 2012 omconererceon sy g s Sotuar for Himaniy Y Pattern language for se{Security patterns none(E11E) Yes N/A N/A N/A Pattern Language N/A N/A Architecture, or opdSoftware designner or security specialist |N/A N/A

345|The practical applicati{Best practices cur|Gutiérrez C., R| 2009 |Information and Software Technology 51 12_app|ication of process f¢both none(E &) none(E1$E) Yes Confidentiality, integrity N/A N/A PWSSec(based on UML) N/A case study architecture Software designer support to PWSSec process |[N/A

346|The secure blackboard This paper present{Ortega—Arjona| 2008 |PLoP08 - 15th Conference on Patter Languages of Programs, Proceedings ¥-N? security of blackboard pSecurity patterns blackboard pattern Yes Confidentiality, integrity N/A UML N/A case study architecture Software designer N/A N/A

347|The security survey arfThe SCADA systelShahzad A., My 2014|Journal of Computer Science 10| 10]Y* the security for SCADA|Security patterns architecture pattern for SCADA communication No Confidentially, integrity, availabliity, authentication, etc SCADA/Protocols vulnerabilities N/A UML SCADA security N/A Implemention Security specialist N/A SCADA System
348|The Security Twin PeaThe feedback from/Heyman T., Ysi 2071 1 [recur tewe n comuorseience ncbsdng ubsors Losuro Notes n Astil ntligsnce and Loctrs Notosn Bainfomis) |4 s Y the security peaks mod{Security patterns architectual security pattern for co—developers Yes N/A N/A N/A N/A security twin peaks discussion architecture Software designer N/A N/A

352|Thinking towards a pat|Predicate Based E{De Muijnck—Hu| 201 2 [reeesns ot e 2012 ez o6 mamaiona contersnce on Sofuare Securty snd ottty Sompanin, SEfE-c 2012 Y Data Security, Cryptogr|Security patterns, deploymdDirect Authentication, Brokered |[N/A Yes Unclear N/A N/A N/A Unclear Critique Unclear Encryption N/A Unclear

354|Threat and countermei{Recently cloud confOkubo T. Watg 2014 [2014 EEE 4th intemational Workshop on Requirements Patterns, RePa 2014 - Procesdings Y security; operation; clou[Security pattern, Threat pa|RBAC, etc. Spoofing, etc. Yes Unclear Unclear (Threat pattern) N/A UML Unclear Example Unclear Service provider N/A Cloud

355|Threat assessment in {Cloud computing h{Anand P., Ryod 2016 [t meouzois:resssdne o tre 100 iniemsions Conference on Usautous nfomsion Managemntand Commuricaion Y Cloud Computing, Threa|Security pattern Minefield, subject descriptor, chgN/A No Confidentiality, Integrity and Availability STRIDE N/A N/A Unclear Case study Unclear Threat assessment N/A Cloud

358| Towards a better integ Security has becor|Bouaziz R., Har 201 1 |-z tetes n Gomuter since inchins sseres Locturs otes n At nslgence snd Lecure Notes n Bonformates) |20 |PART 5 | Y/ Component-based appr{Security pattern Authenticator, authorization, def[N/A No Unclear (N/A) N/A N/A UML profile Component-based software engineer|Example Unclear non—security specialist N/A Component-based software
359|Towards a classificatig Developing secure |Graziano A., Dd 2006 |Proceedings of the 6th International Network Gonference, ING 2006 BEONXEIFAETLTULAD, BRI — [ZBRFEICA>TULVELY

360|Towards a conceptual |We introduce seculBlackwell C. 2014 [Cyberpatterns: Unifying Design Patterns with Security and Attack Patterns Conceptual framework fiSecurity pattern N/A (like survey on ways of orgdN/A No Confidentiality, integrity and availability N/A N/A N/A Unclear N/A Unclear Unclear N/A Unclear

361|Towards a framework {Despite the abunddBreaux T.D., Hi| 2012 [2012 2nd IEEE intemational Workshop on Reauirements Pattems, RePa 2012 - Proceedings Requirements engineerifRequirements pattern (taxo|N/A N/A No Unclear N/A N/A N/A Unclear N/A Unclear Unclear N/A Unclear

362|Towards a generic pro{lnterdependencies [Fuchs A., Giirg{ 2009 [Proceedings - intemational Workshop on Database and Expert Systems Applications, DEXA Security pattern integra/Security pattern SSL, TPM N/A Yes because of integration Confidentiality and integrity N/A N/A Formula Unclear Example Unclear Unclear N/A Unclear

363|Towards a MOF/QVT-{The SECTET—fram|Hafnher M., Alar] 2008 |-z totesn comsuarscince (ncbng sbsares Loowre Nots n Al nalgenc snd Lacurs tes n Boinfomates) |11 s MOF/QVT, Domain Arc|Security pattern RBAC N/A Yes as metamodel Confidentiality and integrity N/A N/A UML MDA Example Unclear Unclear EMF(MOF-QVT). ARCSTYLE|Unclear

364|Towards a pattern—bagMethodologies for {Ortiz R., Moral{ 2011 =ofthe 80 SecurtyinInomaon Sytams WOSIS 2011, Oonjunctin wih I0EIS 2011 Pattern—Based Security|Security pattern, misuse pa|N/A N/A No Availability Misuse pattern N/A N/A SPEM N/A Entire Unclear N/A Unclear

365|Towards compliant ref{Business software [Fernandez E.B] 2015}~ I Y Building of reference ar{Security pattern Authentication, authorization, en|N/A No Confidentiality and integrity N/A N/A UML Unclear Example Unclear Developme{Unclear N/A Unclear

366|Towards continuous in]Requirement engin{Kozlovs D., Cja| 2016 |CEUR Workshop Proceedings 1564 Y SREBP, information sec|Security pattern SPR1 — deals with confidential d{N/A No Confidentiality, integrity and availabilit Yes but a little N/A N/A Business process modeling Example Requirements analy|Unclear N/A Unclear

367|Towards developing se|Security as one es|Alebrahim A., H 20714 |rcur totwsin compuierscence inching sibseres Locure Noes n Al Insfgence and Lecturs otes n Bainfomaics) | 8708 _Requirements engineeri Access control, identification &

369|Towards secure Inter—|The research comiEncina O.C., Fg_2014|ACM International Conference Proceeding Series [~ |Yx Inter—Cloud, Cloud Fede|Security pattern, misuse pa|Trust, identity federation, securyNSA _— |Yes  |Unclear _ |Misusepattern __ [INJA  JUML __ JUnclear  |Example ___ |Unclear _____ [Cloud service provider, service provider
371|Two patterns for web {Patterns are widel\Fernandez E.B| 2004 |Proceedings of the International Conference on Intemet Computing, IC'04 2 Y<web service se|Distributed systems sec RBAC, Application Firewall, Aut

374|Understanding securityIncreasingly, securiBlyth A. 2011 4 [proseedngs - EEE st nternations Symposium on Service Orented System Engineering, SOSE 2014 Authorizationt®Access right D= I ZIHTHN, NI —VEE - FIHATEKETILLLDEHAEE

375|Usability and security |Some authors arguFerreira A., Ruj 2009 ings of the 2nd International Conferences on Advances in Computer-Human Interactions, ACHI 2009 Usability and Security p|Usability & Security Explicit user audit N/A(not conc|None Yes Availability, popularity None Percentage of popularity and ajNone N/A Experiment Evaluation N/A N/A N/A

377 Using patterns to undelWeb services are HFernandez E.B.| 200 [ e smsssmamaans terercs o rascommncstons msmarmaans s n e s Aisions mnd Soices, ACT/ W00 2006 H&‘T%(get)

378|Using proven Referend The most effectivelHeckman M.R.,| 2016 |Information (Switzerland) 7 2|Y Security evaluation of r{Reference Monitor pattern |TCB subset security pattern None Yes Mandatory Access Control None Completeness, Verfiability, Isold Trusted Network Interpretation Trusted Computer System EvaluationUsers in Security Centre

379|Using security patterniWe extend previouj{Aziz B., Blackw 2014 [procectines - e stn nternational syrmposium on Service Oriented System Engincering, SOSE 2014 Y Authentication of Grid JAuthentication Patterns Signature pattern, Inherited Cerf{None Yes Trustworthiness None Signature and password authenVirtual Organization Cloud Evaluate the desi|Virtual Organization Grid users Grid Operating System
380|Using security patterniMeasuring security|Heyman T., Sci{ 2008 [#res 2008 - 3rd international Gonference on Availabilty, Security, and Reliabilty. Proceedings Y Associates security Security Patterns Authentication Enforcer, Deals with hostility of the environment Yes Integrity, Confidentiality, Availability black box metrics not considered security objectives of a from objectives —> patterns — |Integrates metrics in the developmer dependency tree ATM example

381|Using security patterngThis chapter descriFernandez E.B.| 2010 software Engineering for Secure Systems: Industrial and Research Perspectives Y Usage of patterns in thg Authentication Patterns Misuse pattern Misuse Activities Yes Access Control Threats to a particular resource Dimension Graph UML Metamodeling Multidimensional {Analysis, Design, Im|[End—users of the system UML and OCL tools SQL based systems
382|Using security patternySecure software d¢Wagner R., Fon| 20711 [sexe 2011~ Procecsings ofthe 2rd nternatioal Confrence on Sftare Ensinering and Knowide Engineering AssetValuation Pattern ThreatAssessment, VulnerabilityAssessment] Yes<No? B8 {17 &/ \3—> [ TlE % {/Security<Unclear or no> Process Areas<N/A, 7Ot R Rational Unified Process<# 3L \>%p|Prioritization of Users of XirooPACS, users of Elevata ent

383|Using UML and securit|Our introductory c{Fernandez E.B| 2005|ASEE Annual Conference and Exposition, Conference Proceedings Authorization pattern<{Secu UML modeling<N/A> Java or C++<fHl’R THHTREE TIF%HL V>
385|Validating security des|Software developelKobashi T., Yog 2013 [Procecdinss - 2013 international Gonference on Availabity. Reliabilty and Security, ARES 2013 Y Validation of security pgSecurity design patterns |Security Requirement patterns, {None Yes Security None None UML and UCL Test Driven Development None Testing System users USE None

386|Verifying implementati{Although security Yoshizawa M., | 2014 |Procecdines - 9th intemational Gonference on Availabiity, Reliabiity and Security, ARES 2014 Y Validation of security ddSecurity design patterns |Role based access control patte/None Yes Security None None UML Test Driven Development Test template  [Testing None Model-based Testing tool None
387|Vulnerability—based se{A Security PatternAnand P., Ryoq 2014 |proccedings - 9th internationsl Gonference on Avaiatiity. Reliabilty and Security, ARES 2014 _El"f%(get)

388|Web security patterns |Although security {Okubo T., Tang 2008 [PLoP08 - 15th Conference on Pattem Languages of Programs, Proceedings Y Proposed 8 new web se{Web security patterns Abuse pattern Abuse, Leaks, Disclosure, Tampering Yes [ & A, authorization, access control, logging Unauthorized use, Unintended use, DoS None None None None None Web users None None

391|XML context’s security The recently incre{Barhoom T.S.M 2007 |Information Technology Journal 6 7Y Apply pattern approach|XML based security patterrSecurity of XML document pattgNone Yes Security None None None XML XML Digital SigndNone indirect users of XML any XML tool any platform
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