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GConcrete . Vulnerabi Pattern
. Relations . . .| Intended .
Refere . Journal or Vo|No|Research Concrfate misuse/t hips |Characte e modell_ng dev. |Evaluatio|Phase/Iif Toolmg/_ Fllrrei
Title Authors | Year . security |hreat/att . threats | Measure |/descript automati | depende
nce ID Conference name | I. topic among ristics 8 Methodol n estage
patterns ack T addresse| ment ion - on nce
natterne d natation
4| cotaborative prosess for developing secure componert. based applications Jomace . e s Pattern integration |asesce ssrrer ok N/A N/A N/A s |oie e metnososy | EXAMPlE . EJB platform
5| A comparative study of software security pattern classifications E—— V2 N/A N/A | rhreat modeling fosseston ity meteics N/A N/A N/A N/A N/A
6 [ comprehensive pottorn-diven security methodology for distbuted systems |- o | ... |Yes Unclear |Unclear |N/A UML-like [N/A Example N/A N/A
7 |1 comrohersivepatarn-rinte sprosch o engnering securkty methodolois [ Inf Softw Technol N/A Yes N/A N/A N/A pattern language [metradsisy engncerns | NONE N/A N/A
8 [A decision support map for security patterns application |soasi k. kemmeuns | 2015 9158 N/A Yes N/A N/A ML, sspoct templte s o s ensenes | EXAMIPIE N/A N/A
9 A ramework for exploting security expertse in applcation development 2006 None Yes ., | NONE None Ontology |None None All rtolosy avery ngusse |NOt specified
10| A framework for security driven software evolution [au . wmsx.vesn | 2014 None No Not Specified [CVSS None OWL MDD None Roongineerng Evoltion |MDA Protess owt apt_|Legacy systems
11 Lecture Notes in Electrical Engineering | 339 Pattern extraction | TLS indicator | phishing |y No UML olass diagram | N/A simple example | Ul design |No No
1 2 {1 motrodoloy for negratins lcies withn dtabase development | Computers and Security | 31| 3 |oeusesmert metrotoosy |rEAG (a5 an exampier | N/ A No N/A UML + ocL (MDD simple case study |esin andimptemertaton Jssee worsimociar. | N/ A
1 3 [ methodology for mining security tactios from security patterns  |ie. Pattern extraction |Authenticator Yes N/A N/A N/A N/A Example architecture design N/A N/A
14| A methodology to develop secure systems using patterns Yes Confidenticality |[N/A N/A UML S N/A e N/ A general
15 | & moceing and formal approach for the pracis specifction of secuity patterns Specification |.. Yes Confidenticality |N/A N/A E— V7 N/A Design Verification Tool |N/A
16 | muti-dimensional classification for users of security patterns | 2 [o No N/A N/A N/A N/A N/A N/A N/A
17 |A natural classification scheme for software security patterns (Classification, Catalog, Map N/ A Yes CIA + accontability Yes N/ A Tompiate, structured document N/ A N/ A N/ A N/ A
1.8 | novel sproch for the development and deployment of securiy patterns Application[... . n/a no availability| Yes n/a ML, natural langage |rsorsiones rogmmine no desien, requirement | NO no
19 A pattern based approach for secure database design | Application |auorization reac |N/A No Confidentiality [ . |IN/A uML with coL |N/A None Design, Implements N/A
20 [ pattern-based general security ramework : AAAAR abusiness case study ., Application N/A No N/A repudiation |N/A N/A St secure Tropos | NONE All N/A SERENITY
21 | A pattern-driven security advisor for service-oriented architestures | Application [ s, Yes Gia + Authorisation | N/ A N/A N/A N/A N/A Analysis, Design |N/A Web Services
22 | A pattern—driven security process for SOA applications [osess, Application Yes oty mesry | N/ A N/A UML-like |mode! ariven, moa |Example N/A
2.3 e st s o s s o sy s 20011 o Application [RBAC N/A Yes Confidentiality N/A E— |\ V7. N/A Ves, but unclear |[N/A
24 | A qualitative analysis of software security patterns 2006 Computers and Security | 25| 5] Analysis No Availability |Unclear  |N/A UML Unclear |Example |Analysis |[N/A N/A
2.5 |4 coourity ensineering rasess fo systems of systems usin seourity patterns [ s wens e | 2014 R E—— Yes Unclear |N/A N/A SPT,UML [N/A N/A Modeling |...... N/A
p{i] [E— 207 3 [ svances in ntetigent ystems and Computing s e Specification |. N/A No [ wtalitdle | Ves Gairibute and forces) | Proposed template |OPBUS framework Example 5. odtng Jopeus mmenercmn | UNClEAY
27 | A Security Reference Architecture for cloud systems |remaer £8. Monse =] 2014 |ac internsions Gontorence Procssing Seriss Application Yes Unclear Unclear |Example . [N/A Cloud
1] - J— Application N/A N/A N/A v s wumsen | Cas€_study [ Design . R T ——
29| A study of security architectural patterns |.... . 2006]...... . | 2006 Analysis N/A N/A —— o |UML slass dingram [N/ A N/A Any N/A N/A
30 | survey of security solutions for distributed publsh/subscrive systems | Uzunov AV. | 2016 |Computers and Security | 61 Survey N/A N/A N/A N/A Design N/A

A taxonomy for assessing security in business process modelling

 Abmed N, Matulevicius R

(assifcation, Catalog, Map.

SRP1-5

Example

A tool for managing evolving security requirements _|.

Application

Trusted path

w_|Abuse the situation

BPMN

SecMER, Siv. Probim Frames

N/A

A UML-based methodology for secure systems: The design stage _|..

Development methodology

N/A

Relste

N/A__

MDA, model driven

NA

N/A N/A

Abstract security patterns

(Threat) ‘

N/A

N/A

N/A

N/A

Threat (and regulation)

N/A

N/A

N/A

N/A

N/A

N/A

Smart home

Empirical and ase study |xacuL - ssnim s | Design, deployment
37|An analysis of the security patterns landscape |. Survey e N/A e I\ VA o S (T pam— Document N/A N/A N/A N/A N/A
38 |An approach for security patterns application in component based models _|gousciz R_Ksse 5. Gouitis 8 scs |PaRT 5 Application RBAC N/A N/A N/A N/A UML, ATL S —— . |Design, implementation | Papyrus suite tool, ATL N/A

An approach to model-based development of secure and reliable systems v s s o

RBAC

« | Threats, misuses

UML

MDA, model driven

Any

N/A N/A

An architecture for secure ambient intelligence environments

Advances in Soft Computing

51

Development methodology.

N/A

N/A

N/A

Model driven

An architecture-centric approach to detecting security patterns in software

Bunke M., Sohr K.

Detection

Single Access Point

N/A

N/A

Resource Flow Graph (RFG)

Any

N/A

_IN/A

e Application |secure comestion |N/A N/A N/A N/A N/A UML, OCL [iaiser ocaiansin (s sty oxperiment |Design, implomenttion | o e | N/ A

Computers and Security | 27| s24s3| Application].............. [N/A N/A wanarabiy and sty | N/ A . o |ANY aso stucy Implementation [ AspectC++|N/A

GEUR Workshop Proceedings | 855 Application [RBAC N/A No NAA ety 5 unaer [N/A N/A Problem Frame N — V2 N/A

o |HeK Fengz.Lix Verification . Confidentiality |oe . [N/A Any o |Design N/A N/A

ol s s s bercoonent mevesoo | RBAC N/A N/A N/A N/A N/A UML SCRIP Example [oesign implementatin| AT L N/A

T i and oo sty [orsnecmcenne | N/ A N/A N/A N/A N/A UML BPM Case Study [? N/A BPM

48 |1 expiorstory comparison o socurty ptterns nd tstis o harden systems |- Analysis N/A N/A N/A N/A N/A tactics |oemi N/A N/A N/A

49 | entologoat interface for softwsre dovelopers to seloct secuity pttern Selection [ e e N/A N/A N/A E— 1\ V2. OWL N/A N/A design N/A N/A

50]an ontology—based approach to security pattern selection and Gomputing 2[Selection N/A N/A STRIDE N/A OWL N/A N/A Architecture, design N/A

51 [ An operstionsl model and language support for securing XML documents 2004 | Computers and Security | 23| 6]Application|N/A N/A N/A Confidentiality [intormation dsciosure [N/A oy soscrpion [ N/A N/A operation [N/A XML

52 [Analysis of appiication of security pattorns to build secure systems |- Lectur Notos n Business nformtion Prossssing_|souios Survey  [N/A N/A N/A N/A N/A N/A N/A N/A N/A N/A N/A N/A
53 |nayeing and enforcing securty mechanis onts spociftions |7 i 9013 Analysis |VPN N/A N/A N/A
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54| Applicability of security patterns| . 2010) o i | [Analysis [ i [N/A N/A N/A

55 ot e | 2016 |icours ot i ngrorng ans comper soieee |1 Verification |eference monitor [N/A N/A N/A N/A N/A o e esrivin N/ A Example |Design _ [N/A N/A

516 |vmiying sccurty patterms for camponent based spplictions using UML profle |Boussiz R, coutere . | 2012 Application |active replication | N./A N/A N/A N/A N/A UML profile [N/A Case study|Design N/A N/A

W

57 | hitetura sk anlsis of software systoms based on soouriy patterns |- voce oo | 2008 e riamastons ondesontsie s s ot Verification | Z 3 N/A N/A N/A N/A sk assessment) | N/ A N/A risk assessment | T est? N/A N/A

5
2015 |computer Standards and Interfaces | 41 Development methodelogy N/A N/A N/A 1 N/A UML N/A N/A example |analysis and design N/A systems

58 st & comrenensve pttr-sivn socursy mthodsogy o i systoms |l s v

5 [ Attack surtace redustion for web servies based on authorzation ptterns |- Application |RBAC, ABAC |[None No Not Specified |None N of sk surtaces | UM None Case Study | Design None Web apps
session o ot s e S s s Application |u.. ..|None Not Specified [None None .. |SOA Example |Design None SOA

61 | Automated verification of security pattern compositions Joons s. pens 7. zrs0 v.| 2010 |information and Software Technology | D2| 3| Specification None No Not Specified |None None S (0 process s | NONE Case Studies|DesigN |, cwo-nc mods cnser |Not specified
62 [ ehavioat singistons to consstently handie dobat ststes of securty patierms Application |singleton [inconsistency |No Not Specified | None None UML SPACE |Example |Design S , [Not specified
63 s practo ptorns an ot spor for sonfging s wes servies messasng P Application None I— eV} oo |NoONE XML None None Requirements anaisis | ItS €I Web Services
64 |Buitding a security reference architecture for cloud systems |rraes wen scnes 2016 Requirements Engineering 21 A [—— — « | Yes, misuse to security |[Not Specified |- . |None UML None argumentation Design None Cloud

65 —— Rimba P. bevsiapment metnosoony | Secure Logger [None No Not Specified [None None Not Specified [None None oesin sna mseentaton {5 moseiing oot sew |Not specified
66 |Building secure systems: From threats to security patterns |Femnces £8. Mujos s. oavsesment metnodsony v v o | NONE yes Not Specified |None None UML None None None Not specified
67 |Challenges for a formal framework for patterns [Bayley L. Analysis . None Yes Not Specified [None None ot sen o 2 ot | NONE None Design None Not specified
68 [characterizations and bounderiss of security requirements patterns |sinin & Shen H. Nis s Specification None No Not Specified | None None Form None None Requirements |None Not specified
69| Classifying security patterns ER——— None Yes Not Specified [None None UML None None Design None Not specified
70| composing Patterns to Construct Secure Systems Verification None No Not Specified | None None None Case study|Design, Test|........... |Not specified

71 |contormance checkin o singe scssss point patern in JAAS using codecharts Specification |s.. None No Not Specified [None None ..., None Example [oesis imsemsntation |79 Tookit veriier |-oocoe
T 2 {conmectin sty rouvaments anass an s in pttornsand ULsse_|Schmidt H, diriens J y Cl No UML N/A case study weew |UMLsec  |N/A

73 |Context-aware Security@runtime deployment Application [ o no Formal + XML expression case study

74| c-SCRIP: Collaborative security pattern integration process |1 Fo—— V7Y N/A no N/A N/A N/A UML profiles [MDA-based | nO the whole process |code generation support |€x. CCM, EJB
75 |oesing with secury reqiements for sciotechica ystems: & ot sprosch | Li T, Horkoff J. oeveapment methodolosy No no CIA No no goal modeling | Goal oriented |csse sy amart gio) [@NAIYSIS  oiginlprotoype oot [N/ A

76 Defining re-usable composite aspect patterns: An FDAF based approach fru ¢ coer Development methodology . N/A Yes (composition) | Confidentiality, integrity |Password guessing JOCL constraints | ... Jaspect-orented soveopment Example Analysis, design .. N/A

. |oxers [ Specification | N/A N/A no N/A N/A N/A N/A N/A N/A N/A

77 Defining security architectural patterns based on viewpoints p— N 2007

78 | Defining viewpoints for security architectural patterns |o.. ... ...

Specification |N/A N/A no N/A no no PEE— 1] no Design None N/A

79 [pesigning secure SCADA systems using security patterns no all None no UML original _[no analysis and design | MO SCADA System

Development methodology |-

no N/A cemplate, structured | N/A not yet | N/A

80 [oeveloping o security pottems repository for secure applcations design

81 [pevelopment of applications based on security patterns | ... bevcepment metrossony | not mentioned [not mentioned [NO not mentioned |not mentioned | NO XML Not mentioned | wu. o |implementation | API i e

82|Do security patterns really help designers?|... N/A yes dspening on the patterns No. covered misuse cases UML N/A yes design . IN/A

—[cIA N/A___ |no UML___[N/A__ [yes

N/A

83 Does organizing security patterns focus architectural choices? |v..

84 [ oy ptns A cototon o consrts s ey sty erors_| Gt RA. Ratmani . Specification [N/A N/A no — 2 N/A formal modelimg | N/A not yet Alloy N/A

85 |ertective securiy impact anlyss with patterns fo software enhancement _[owes 7 sps . vassern | 201 1 | Verification any no S— |\ V7. case study((Trust) vesse | NO N/A
816 |Etements o applcation security in the cloud computing environment | Mathew G.| 20712 ae eee Application Confidentiality |[N/A N/A N/A N/A N/A Desig N/A N/A
87 |Eticiting security requirements through misuse activities |owrarurweccs v | 2008 |..... ... Verification |....... —— gl money ranstorins | Y €S R UML methodology |[N/A Reauirements, Anlysis N/A

88 Embedding security patterns into a domain model

2009 satiem | N/A no e [N/A N/A UML N/A N/A Reairemants ayas | N/ A N/A

2008 Application |reac s m exampie |ty stk scinaro | NO Confidentiality |.. ... IN/A i* i base method |N/A requirement |i* + manual [N/A

89 [Enforcing a security pattern in stakeholder goal models_|.

2009 |international Journal of Smart Home | 3| 2 |empiicatans case st | Authrization |[N/A no Confidentiality N/A N/A UML N/A N/ Alimplementation) [oesign and implementation N/A XACML(Web service)

90 [Enforcing security in smart homes using security patterns_|u.

2012 ] oural of Universal Computer science | 18] 20 Survey N/A N/A no N/A N/A N/A N/A development N/A N/A

91 |ensinoering Security into Distributed Systems: A Survey of Methodlogies

2013 . . N oevsopmert mtnadoosy |non-repudiation | N./A no N/A UML MDD N/A Design _ [yes Web services

92 {rhancing model ariven sseurity throush pattom refinemert techniauss

3 [ s s emnts oo o 5706 st sy ptomsJow v | 2007 . Application [secuiy paemess [N/A no - e IN/A N/A N/A N/A y (case study) [requirement [N/A N/A
94 |Enterprise security pattern: A model-driven architesture instance | ; 2014 [computer Standards and Interfaces| 36| 4| Application |secure SaaS|[N/A ves Confidentiality [ Yes N/A digagram [MDD N/A development |N/A Cloud
95 |Enterprise security pattern: A new type of security pattern ... Security and Gommunication Networks | 7 | 17 |owsesmert mevadsiony oo [N/ A no - _|NO N/A digagram MDD N/A development N/A EA
916 evatuating the implsaions of attack and secarity patterns with premortems [Faty 5. arin 5., tye 0. | 204 |osanatuns sy s sy s ANAlYSIS oo po gt fres s ooy secoisn, | YES N/A diagra, KAOS | CAIRIS  [erampie tebinos) [Design — |CAIRIS tool |[N/A

97 |evion e ) et sum s snaar | 2012 finformation and Software Technology | 94| 9 |oweesment metaasery | RBAC N/A Confidentiality N/A UML+OCL e | DESIEN sy wass o [DBMS

CF] R Y BT T ] N/A no I 7Y N/A N/A N/A N/A uesign, areiyen| N/A N/A

99 |Evolution of the MTA architecture: The impact of security [z . sommson e | 2008 |software - Prastice and Experience | 38| 15 [emreca anscosssuay N/A no cuniensaysvsisies [N/ A N/A N/A no N/A design N/A N/A

1100 et oo sy s n o sctr mr gzt sttt v vers e i | 20711 . . N [Rp—— N/A no Confidentiality |N/A N/A UML N/A N/A design, analysis|N/A N/A
101 |Extended software architecture based on security patterns [saeo.smen.vacs | 2010]Informatica 21] 2]Application N/A no Confidentiality |[N/A N/A UML N/A y (case study) | design N/A Java
102|Extensible security patterns Robinson P.| 2007 |..... vororse Specification N/A no N/A ) formal modeling | N/A no E— 1Y) no
103 [Fasiitting tho use of TPM tochnoigies using the sererity Framework_|Muroz A. Mara A | 20711 —— N/A no N/A . soveipment using o | NO st i s | 1O TPM
T Q4 |rivsine cocurty buss in wob applations wsing o catlo o access control patterns |Near 4P Jackson . Verification a5 patter violations | NO N/A s pattern viotations | N/ A rma mocoing for atoy | N/ A Yes static check |siss

Ruby
?

J[015) e — — sstoms_|sominisp penssen | 2013 | Selection| N/A Yes N/A no N/A structured [N/A Yes ? Yes

106 |From security patterns to implementation using Petri nets |Howath v. porees 7. | 2008 ]... Specification f......oc... IN/A no N/A => eavesdrop | NO N/A petri nets |model driven dev. |NO sesian—impimentation | Y €S multi-agent system
107 Growing a pattern language (for security) [ s sorr 2012 . Classifcation, Catalog, Map. no Yes N/A N/A N/A ierarchical scheme | N/ A no N/A no N/A

108 [ 40] I/ P — Application no no N/A no no UML, XML |spring security |no sesign, implimentation | Y €S spring framework

Systematic Literature Review of Security Pattern Research Contact: washizaki@waseda,jp 15 November 2020




Hironori WASHIZAKI, Tian XIA, Natsumi KAMATA, Yoshiaki FUKAZAWA, Hideyuki KANUKA, Takehisa KATO, Masayuki YOSHINO, Takao OKUBO, Shinpei OGATA, Haruhiko KAIYA, Atsuo HAZEYAMA, Takafumi TANAKA ,
Nobukazu YOSHIOKA, and G PRIYALAKSHMI

109 pata V. vamamoto s. | 2013 ... Detection|no no yes ) yes no D-Case diagram |NO no no

110 Jimplementation support of securty design patterns using test templates 2016 |Information (Switzerland) | 7| 2|Verification . no no N/A no no UML, OCL Yes no

111 Jimproving scourity desien patterns with aspeot-orisnted stratgios |Ecee 0. wivopoutos 7. | 201 2 [orocescing of the Amnua soutreast Gorerence Application [.... no no N/A no [— LY aspect oriented |Yes (modularity) design, implementation | NO no

112 Improving the classification of security patterns Glassifiation, Gatalos, Map no Yes N/A no no Yes example |analysis, design | NO no

113 security patterns into the electronic invoicing process | Netter M, Pernul G Application no Yes no no no requirement [no no

114 [ovcsis oy ptene it sty erements syt v ot st mdte |t g Application]|. [ 110e] intogrity, confidentiality | 1O no no => example |requirement |.. . o wser e | NO

115 [uracemont atorms o rotwor estonc: Dsin s et of oty conturations o s s s Specification Ju-vm ranecee | N/A e cntict amns i | Availaaboility [DD0S N/A Example | s s N/A Ntwork poicy confguration
116 | Measuring the level of security introduced by seourity patterns fo—............... Verification |. .. — A< N/A no no design no no

117 [Model checking security pattern compositions Joong u. peng T. zhao ¥. Verification no n/a no no modle checker |[NO design Yes no

118 [ocer-asen socurty pattorms appicaton basesan dependences amon patterns | Application | no confidentiality |[NO no n/a yes gesign, implementation | AT L no

119 Juadsrrnen soouriy with o ystom of spoct-orient ssourty desin ptierns|ueweneriens s | 201 2| ow nermations Gorerence Prosesting seres Application [no no no n/a no no UML n/a no design no no

120 Jutodsling and appying security patterns using contextual gosl models _|Li T. Mylopouios | 2014 |CEUR Workshop Proceedings | 1157 Application [Authenticator [n0 no n/a no no UML n/a no desien, requirement | MO no

121 [Modeling and performance analysis for security aspects |Dai L., Gooper k.| 2006 |science of Computer Programming| 61] 1| Analysis no no no ... |aspect-oriented |yES design, analysis [ o e |NO

122 [Modeling design patterns with description logics: A case study [ . sus . uyepose s Specification no no non-repudiation | NO no e | NO yes design Protege |no
123[Modeling misuse patterns ~ |... — Specification T availability [yes no s patom Tompiaes | O no no

1 24 [osuing socurs systoms usingan agent-aientd sprosch and securiy pattorns | v s 3| Application . yes 1t no no Tropos . no

125 Modelling security patterns using NFR analysis Weiss M. Specification |... yes ... no no ment, design | NO no

126 |voving from requirements to dosign confonting security isues A case study s [ C—— s | NO congonily, morty | YES no no no no design no no

127 [ew Approsch Targeting Security Patterns Development and Deployment  fuowsir. ovectsusar. | 2011 |Information Security Journal | 20 a246s| Application]............... |no no no no no i st | €XDEFIMENT |t ot s | ASPECE]  [NO

128 [on building secure SCADA systems using security patterns |.oorovervccre | 2009 |ac itornsions contorence prosseing Seris peveiooment methodoony no no no yes no no no design no no

129 |0n the description of software security patterns | Bunke M. | 2014 |aou inermations contersnce prosseding seriss ... Specification [no no no no no no natural language |NO no N/A no no
130[Organizing security patterns i rnr | 2007 | IEEE Software 2] I e p— yes no no all no no

1371 [pusen ussons snd oxampes o st gonerson s syt scurty somsgos | DOVE_R. 2070 [ i s coms sy v ER——— no no no no N/A no no

132 [pattern-based security requirements dervation rom secure tropos models |grerss &, atuteviis & | 201D |Lacturs Notes in Business nformation Processing | 235 Analysis no no no .. . no no

133 [Patterns and pattern diagrams for access control |......o.........| 2008 Specification no yes no no no i I—TaTo} design no no

134 [Patterns for security and privacy in cloud ecosystems |uuw.s o weos | HEH oessiopment metrodoios N/A o => partially yes [sontsensity ans s | 1O N/A UML N/A ? No Design  |N/A ——
135|Patterns transform architectures |... .o ... |### Application |securiy pattern |7—7 1155 |no s o e, | YES N/A N/A N/A no P— V7Y N/A
136|Practical policy patterns Thomsen D. |### Analysis |access control [N/A no N/A no N/A N/A N/A no design N/A N/A

137 [pretiminary evaluation of a software security learring environment. [Hazeyama A, saito . | BEH#  |Studies in Computational Inteligence | 578 N/A Attack patterns | Yes N/A Vulnerability [IN/A N/A N/A no Analysis, design |Knowledge base | N/A

138 |Preventing and unifying threats in oyberphysical systems |Fernandez EB. [ #H## | vissun Analysis |Thread model [threat no Not specified [ None N/A N/A N/A no N/A N/A N/A

139 |Privacy patterns for online interactions |_........ |### Analysis |.... N/A no | e [N/ A N/A N/A N/A no N/A N/A N/A

140 [problem-oriented security patterns for requirements engineering |Atebranim A. Hoisel .| HEHERE AGM International Gonference Proceeding Series. Application N/A problem pattern | NO Not specified |NO N/A UML n/a no Design N/A N/A

14T [ auanttatve evatstion o systems with socuriy attorns usin a fuzzy approsch s ocvceen v | BEHERE Verification attack pattern (sTRIDE) | NO s ey | MO Fuzzy methodology | N/ A N/A STRIOE examination | N/ A N/A N/A
142|........ R Hafner M. Breu R_| #H# e Application [wes-senicss unsiesr | NO no . no N/A I 1] N/A N/A N4A, Web Service
143 [rutic e ptar-sus etaance st et s b ncorporin s eveicpment mthadosy misuse _ [no no? N/A UML N/A no Analysis |[N/A N/A

144 |Reusable formal models for secure software architectures Specification no no accountability | NO N/A formal modeling N/A ity sy corsctness. |analysis<+designer> N/A N/A

145 Revisiting architectural tactics for security 9278 Glssifcation, Catalog, Map |contart-Desendant autrriver s v cnsurs s | (1O Configentiaity, Integrity | MO N/A N/A N/A N/A design N/A N/A

146 | SCRIStUDIO: A security patter integration tool e —— N/A no N/A no UML N/A N/A design, coding |N/A N/A

147 |secMER: A tool to gain control of security requirements evolution |... . . . Verification |N/A N/A N/A N/A N/A N/A N/A requirement analysis | Y €S N/A

148 [secte an v namesor o et o securs nr-orriztions workos [ Internet Research | 16[ 5 ocssnent metusson None None none none UML MDA Yes (case study) |Design. realization | NONE Web Services

149

Secure component based applications through security patterns

Bouaziz R, Coulette B.

Application

 Authorizsion pattern, RBAC

N/A

N/A

rtegrity, and conidentisity

N/A

N/A

UML

MDD + CBSE

case study

Design

N/A N/A

150

Secure engineering and modelling of a metering devices system

Empirical and case study

N/A

N/A

Yes

N/A

N/A

UML

case study

analysis, design

Yes

Not specified

151

Securing analysis patterns

Fernandez EB, Yuan X

Proceedings of the Annual Southeast Conference

Dovelopment methodology

No

Integrity

N/A

N/A

UML

Not specified

N/A

N/A N/A

152

Securing distributed systems using patterns: A survey

Computers and Security

Survey

N/A

CIA

Y?

Not specified

Not specified

No

Not specified

N/A

Not specified

Sohn J-W. Ryoo J.

validator

avalability |

N/A

text

N/A

Yes (case study)

design, implementation

N/A PHP

154

Security and dependabilty in amient inteligence scenarios: The communication prototype

Development methodology |-

N/A

denying services

N/A

UML

SERENITY approach

N/A

Analysis, design

SERENITY model

155

Security design patterns: Survey and evaluation

Survey

N/A

N/A

UML

N/A

Yes

N/A

N/A N/A

156

Security modslin for service-orented systems using security pattern refinement agproach

Development methodology.

None

Integrity

no

no

UML

Roguirament anaysis. dosian

ves(case study)

design

..|Web Services

157|Security pattern evaluation Analysis |[N/A N/A Yes Confidentiality |N/A N/A Not specified N/A N/A N/A N/A
158 |security Pattern Lattice: A formal moel to organize Security Patterns Specification N/A Yes integrity, confidentiality N/A N/A Text, formula |Netspecified SPL N/A N/A N/A N/A
159 [security pattern mining: Systematic review and proposal Survey [N/A N/A N/A N/A N/A N/A N/A No architecture design |N/A N/A

160 |Security patterns and a methodology to apply them [Fernandez EB.| 2009 [Advances in Information Security | 45 beviopment metradooy N/A no .. N/A N/A Not specified No _.._.___|none no
161 [Security patterns and requirements for internet-based applications ... 2006 |Internet Research | 16] 5 |oument meisos denial-of-service | Y €S all not specified |NO UML Not specified [yes(case study) | design none no
162 Security patterns and secure systems design |Fernandez E.B. 2007 Deveiopment methadology |Packet Fiter Firewal Pattem N/A Yes N/A N/A N/A text Not specified N/A Design none N/A

163

Security patters for capturing encryption-based access control to sensor data Jsum:x un

Application

N/A

Confidentiality

N/A

N/A

N/A

N/A

Analysis, design

N/A

Wireless sensors
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164 Specification e | Y ES avalability? N/A N/A UML? N/A N/A Implemention N/A N/A

165 onovations in Systoms and Sotware Engincering| 12| 2| Veerification | e [N/A N/A [ p— V2. N/A Formula s _[Dicusin > g i75) [ Algorithm => desian | N/ A N/A

166 [— .Y N/A Yes avalability? [N/A N/A text MDA case study|development[N/A N/A

167 Specification

168 e Application|..... N/A integrty . [IN/A N/A s . [N/A Process mansgement | N/ A

169 , , 2015|Computers and Security [ 55 Application [aunorisation pattern | N/A Yes authorization [N/A N/A UML MDA case study|design N/A Distributed system
170 |selecting proper security patterns using text classification wswrss | 2009 Selection |[N/A N/A Yes(olassifisation) | N/ A N/A N/A N/A N/A Experiment |design automatic method | N/ A

171

SERENITY Aware System Development Process |.......

Advances in Information Security

thodolosy

N/A

N/A

N/A

N/A

N/A

N/A

model-driven

N/A

Design, implementation

IN/A

172

SERENITY pattern—based software development life-cycle

N/A

N/A

N/A

N/A

N/A

UML

model-driven

N/A

ot g -0y

N/A

173

Software engineering technigues applied to Aml: Security patterns fe...c

Dovelopment methodology.

N/A

N/A

N/A

N/A

N/A

N/A

model-driven

Case study

Implemention

N/A

174/.... GComputer Standards and Interfaces | 30| 4| Application Yes (Fig. Do IN/A N/A UML N/A N/A Implemention |audit automation |N/A

175 [Structural analysis of the check point pattern [.... E— Analysis  [o...cun cears, Yes N/A N/A N/A Codecharts [N/A N/A Analysis or Design Juo vt e | N/ A

176 [supporting security sensitive architecture design |aws usvex.conni | 2005 Application Yes N/A N/A N/A N/A N/A case study |architecture [N/A N/A

177 |survey on body of knowledge regarding software security |Hazeyama A.| 2012 Survey  [none(£1#E)[none(E1$E)|Yes N/A xss, saLinjection | N/A UML ! N/A none N/A N/A

1 78 Technical patterns for long term trusted archiving |....cocr o Classification, Catalos, Map |ge atte no Yes integrity and authenticity N/A N/A N/A N/A case Study Analysis N/A N/A

179 st tofor veriing securiy dsign pator spolistons by model testing Verification [:. —RgE9  [No N/A N/A N/A OCL, UML [N/A casrnert o scessre |model testing tool | N/A

180| The credentials pattern [ Application [credentials patterns No availabliity Junperine or ascors [ N/A UML N/A Example [architecture [N/A N/A

181 [The history-based authentication pattern Application |auentcation sstierms | NONE Yes N/A UML N/A Example |. N/A N/A

182 | e 150F frameviorc Integrating security patterns and best prastices | Akussayer . Alen 1 EE—— Yes onfdentily. N/A ISDF N/A Example N/A N/A

1 83 The nature of order: From security patterns to a pattern language |Hafiz M., Adamczyk P. none(@,ﬁ) Yes N/A N/A N/A Pattern Language N/A N/A . N/A N/A

184|.. e Information and Software Technology | D 1 none(81$E) |none(A3E)| Yes ortcentaty, nieary | N/ A N/A pussectsassd on vy | N/ A case study |architecture | . pussepeeess | N/A

185]s.. s st 2014 Journal of Computer Science | 10| 10] Analysis . No UML SCADA security [N/A Implemention | N/A SCADA System

186|The Security Twin Peaks 2011 Yes N/A security twin peaks | discussion [architecture [N/A N/A

187 vtk tower o pattern ngusge for srciost baset snrypion crypto-sysioms Application N/A Yes Unclear N/A Unclear [Critique [Unclear |N/A Unclear

188 | Threat and countermeasure patterns for cloud somputing | Application [RBAC, etc.[Spoofing, etc. | Yes Unclear o mwessaem |N/A UML Unclear |Example |Unclear |N/A Cloud

189 P Selection N/A No . | STRIDE  |N/A N/A Unclear |Case study|Unclear [N/A Cloud

190 fruvarss o sttermegration fpters i sours comprrt-sased syt i 2011 . [sxers | Application N/A No Unclear (N/A)[N/A N/A UML profile |, |Example  [Unclear [N/A comporet e s

191 [Towards a classification framework for security patterns ... - oo [N/A N/A Yes Unclear |N/A N/A N/A Unclear |N/A o w [N/A Unclear

192 [Towards a conceptual framework for security patterns ERm— p—— |\ V7. No N/A N/A Unclear |N/A Unclear |N/A Unclear

193 | Towerds a generio prosess for ssaurity pattern intsgration e comes.nasno pattern integration | SSL, TPM|N/A ENS—— N/A Formula [Unclear [Example |Unclear |N/A Unclear

194 |rouarcs o MOF/QVT-based do odel Application | RBAC N/A Yes as metamodel [coneniaty an iy | N/ A N/A UML MDA Example |Unclear |ucuorom wessn |Unclear
[S——— V2. N/A No Availability [Misuse pattern [N/A N/A SPEM N/A Entire N/A Unclear
ER—— I N/A No E—— N/A UML Unclear |Example [uscies evelopment [N/A Unclear

197 | Towards continuous information security audit CEUR Workshop Proceedings | 1564, Analysis N/A No . |Yes but a little N/A N/A [Business proaess modeing Example Requirements analysis N/A Unclear

1 98 |rovares developing secure software using problem-oriented security patterns 8708 Development methodology N/A No N/A N/A Problem frame, UML | Twin peaks model Example Requirements N/A Unclear

199|Towards precise security patterns - B e— N/A No . [No N/A UML like [Unclear [Scenario _— Unclear

200{Usability and security patterns None Yes aiabiy, popuiarty [INONE | s None N/A Experiment [Evaluation |N/A N/A

20T it paterms o underston st compare e s seurty roucts an sandrd 2006 (Gassifcation, Catalog, Map. N/A Yes a [N/A N/A UML UML modeling Example architecture design N/A Web Services

202 [using proven Reference Mornitor patterns for security evaluation wsaainn | 2016 [Information (Switzerland) | 7| 2|Verification Yes None

203 using security pattorns for modeling security sapabiies in grid systems | Aciz B, Blackwell C. Application |.. Yes None Virtual Organization | Cloud Liscyc rid Operating System

204 |Using security patterns to combine security metrics |, s Verification|...... .. |Yes dependency tree ATM example

205 | using security patterns to develop secure systems oesciopnent menodoons | Misuse pattern Yes Access Control Dimension Graph | UML Metamodeling fuussmsors st _[sms e enerision UML and OGL tools_[SQL based systems
206 [using security patterns to tailor software process ER——— oy SecurtycUnclea o - s o meron._|SMT Framework
207 Jusing UML and security patterns to teach seoure systems design |remsies 5. oo Yes I None UML None 00 design|UML
208 |Vaiidating security design patterns application using model testing Verification .. Yes Security None UML and UCL [res .| None Testing [USE None
209 |Veriing implomentation of security desisn patterns using a test template Verification .. Yes Security None UML st Drven Devetopment | Test template | TE€SEING  [uosersuses resineoa | NONE
210 [(tnerssiy oo sy pttorn otarization i s of mising atarns |y . rman E— No N/A N/A N/A N/A Unclear |[N/A None

211 |web security patterns for analysis and design |okubo T, Tanaka H. Empirical and case study | Abuse pattern fu.... .|Yes . |None None None None None None None

21 2 tessttomtion sty sstom v ol s sccess ol pctrn o o dos Application| RBAC N/A Confidentiality [ N/A N/A N/A N/A N/A Analysis, Design | N/A N/A

21 3 XML context's security patterns language: Description and syntax Information Technology Journal | 6| 7] Application|....._.._. Yes Security |None None None XML L pigta sigaere | NONE any XML tool |any platform
21 4 | ctossionion methainyfor sourty pttons o hol i sofware wosknesso N/A PE— sty o | Number o weatnosses [ seary sy o i | N/ A Example  [uom sy o . |Database |N/A

215 [ e s s s s s s Journal of Systems and Software | 125 Analysis N/A N/A Confidentiality |[N/A N/A UML modeling [case study [architecture design |soEfTraceanayzer |[NONE

216 |Guiding the Selestion of Security Patterns for Real-Time Systems |« Selection [ s [N/A Yes - [N/A UML, MARTE Gase Study (SCADA)_[fcens pmyss s i —— V2.
91 7 |asessing sccurs Ohatenzes i o omputing - A Patern-Based Aproach [Anand . oo 0. kimtt | 2017 N/A Yes N/A Pattern Language | N/A N/A N/A
91 8 [ metrssive ot sy st tscsion s o cdtose o snaation | Regainia L. Salvas. | 207 7 |- - - Yes oo [N/A diagram, tabular [uus o rssores N/A
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219 |5 - seourity gateway, | N/A Yes integrity |STRIDE [None None ... |Case study e s 58| Automotive domain
220 . N/A N/A No Unclear |.............|None VAP template |None ExXperiment [, oo e N/A N/A

221 [Model-based design of reusable secure connectors [~ CEUR Workshop Proceedings Application N/A Yes N/A UML | |Experiment|Design__|N/A N/A

222 |Using data integration for security testing - - Verification . . Yes N/A DREAD, STRIDE |....... Eer— |\ V7. Experiment |. ADTool |data—store
223 | upporting secure business process desian via security process patterna Lectur Notes n Business nformation Prossing Application|. . [N/A No I BPMN Process modeling | Experiment  |Secure Tropos |N/A

224 [security knowiedse representation artfats fo creating secure T systems Computers and Security .. Yes Cl i v UML N/A example [reaements, desien |NO S
225|Anti-spyware security design patterns |-~ - - Application |ams-syware patters |N/A Yes N/A N/A accuracy |feature list|N/A Experiment |Runtime |WEKA general
226 [Framework for enginecring complex security reairements patterns_|Mazo R, Feltus G oevsooment msnadoosy | N/ A N/A Yes Confidentiality |[N/A N/A UML N/A No Requirements | No

227 |Threat Modeling in Cyber—Physical Systems [Fernandez E.B. Analysis _|No -.[N/A —— VN UML OCL [MDD No Design, Architesture | NO

228 [secure design patterns for security in smart metering systems |ur-Rehman 0. Ziie N Application N/A N/A UML N/A No Design No St Motering systems
229 |A Metamodel for Security and Privacy Knowledge in Gloud Services - W serces e CIA Cloud N/A modeling using metamodel_|se «_|only case study ALL N/A Cloud
230 [Building secure cloud architectures using patterns |Fernandez E.B. N STRIDE N/A Y .. .. ausitative vaigstion |N/A N/A Cloud
231 |An analytical study of security patterns [ swss o o w|N/A CIA N/A N/A N/A N/A all N/A N/A

232 |Modeling and security in cloud ecosystems |- ~| 2016|Future Internet 2 |oessooment metnodooss None Yes unclear |unclear UML None explanation|design? |None cloud
233 [Modeiing and analyzing security patterns using high level petrinets |He X., Fu Y. | 201 6 [ oo e Verification None Yes Correctness |None Reachiability | Petri net [None simulation |Design? |PIPE+ oyber physical systems
2 34 Jroverss the nteason o securiy ptierns in UML Gomporent-based Aspications CEUR Workshop Proceedings oevciopment mesnotaoss | VPN None None None None None UML, OCL [model-based | Example [Architecture|None None

235 |osrtased e ovaunion o securyptirms: A SOADA syt cse sty S Analysis N/A Yes Security, Reattime |N/A Execution time [ GOF Style [scADA security |ves(case study) | Analysis, Design | Yes(UML tool) [SCADA System
236 | Automatic enforcement of security properties | Application|. ... N/A Yes Confidencialitty |N/A N/A ._|ves(case study) |Analysis, Design [Yes(M2M trans) | Unclear

2 37 |Adption of integrated secure guide for secure software dovelopment ifecycle. [Lee K—H. Park Y.8. 6 |omopment metnodsony | N/ A misuse case |[N/A N/A misuse and threat | N/ A N/A .. |comparison|........... IN/A N/A

238 |Software-security patterns: Degree of maturity| Bunke M. Analysis N/A N/A N/A N/A N/A N/A N/A — A N/A N/A

239 Selection|. ... o fvunersiy s e [N/A P coneptual model |par-sesed mie-ves | EXAMPIE  [High level design [sevoo, , |scADA system
2440 fimorovement o s oaems st o fomation sty vt o p—— V. . N/A N/A N/A security ontology | N/A N/A development [ sen oo [N/ A

241 |Buiting Secure Appications Using Patter-Based Design Fragments _ [fnb .2 . xux 50 Application|..................[None N/A Confidentiality |attack analysis [N/A N/A orcarsnss ot vuses | CBSE_SEUAY [analysis and design | YES N/A
242|A survey on security patterns Progress in Informatics 5|Survey [secure Logger [N/A Yes All N/A N/A UML N/A N/A All N/A N/A

243 [Security patterns for automated continuous auditing _|Kearmey 5. Tnfones .| 2008 [Information Security Journal 1 [Application |many in table1 [N/A Yes accountability |N/A N/A UML N/A N/A NO ERP
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